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SDKs

e js-conflux-sdk
e go-conflux-sdk
e java-conflux-sdk

e python-conflux-sdk

Other Libs

e Cip-23

Tools

Conflux studio

chainIDE

Conflux-truffle

hardhat-conflux


https://github.com/Conflux-Chain/js-conflux-sdk
https://github.com/Conflux-Chain/go-conflux-sdk
https://github.com/Conflux-Chain/java-conflux-sdk
https://github.com/Conflux-Chain/python-conflux-sdk
https://github.com/ObsidianLabs/ConfluxStudio
https://chainide.com/s/createTempProject/conflux
https://github.com/Conflux-Chain/conflux-truffle
https://github.com/Conflux-Chain/hardhat-conflux

Glossary

TreeGraph
(11T

%aund or type unknown

Epoch

(1] Pivot chain [IT11] block [IT1] Epoch[IT] Epoch [ITTTIIT] block [[EpochNumber [J 0 [IT]

Base32 []]

(M base3Z[PEBVITITII]

Era

(020000 JEpoch TT]Era

Checkpoint
0 era [TIITITT] Checkpoint[jcheckpoint [TT] consensus [TTTTTTTfullnodeITTTTIT]

Snapshot

Snapshot[] state [TTTT] 2000 [Jepoch [T] merge [T] state []snapshot


https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-37.md




10

AdminControl

AdminControl [TTTTTITTTTTIITT T T T Tadmin(T]

[admin [setAdmin(address contractAddr, address newAdmin) [TTTTTITITITIT]

[ destroy(address contractAddr) [suicide() [MMIMEponsorWhitelistTTTTTTIITTIT T TITIIITITITIIT

T T T O OO TITTITT T

TR RS ¢ DT T
AdminControl [ getAdmin(address contractAddr) []
(I

1. [ATl8MIC I C MMM TTITITT]

2. [AllsMMBMcINo McMATC s M
3. Conflux[T.p

[ contract addr [ AdminControl. setAdmin(contract addr, new admin) [TTTTTITITIT]
AdminControl. destroy(contract addr) [TIT1T]

const PRIVATE KEY = "' OXXXXXXX"';
const cfx = new Conflux({
url: 'http: //test. confluxrpc.org',
logger: console,
1)

const account = cfx. wallet. addPrivateKey(PRIVATE KEY); // create account instance

const admin _contract = cfx. InternalContract(' AdminControl')

// to change administrator



admin contract. setAdmin( contract addr, new admin).sendTransaction({
from: account,

}). confirmed();

// to kill the contract
admin_contract. destroy(contract addr). sendTransaction( {
from: account,

}). confirmed();
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SponsorWhitelistControl

Conflux [T O T T ITP@p psO T T T (T TS ponso

[MIIIITMessage CallJAJiB fis I1C [ITPRAATKI ATNB A 18 118 ICIB I

SponsorControl[TTTTTTTTITTTTIITITTIT]

e sponsor for gas [IITITITITITT

e sponsor for collateral [[ITITIIIITIIT]

e sponsor balance for gas [TTTTTITITIT]

e sponsor balance for collateral [J[ITTTTTITITITIT]

e sponsor limit for gas fee [ITTTTTITITITITIT]

o whitelist [TTTTTTTTTTITIITTTTTTTOTTITTT T

ARIRNRNRNRNNNERNRERNEN

sponsor balance for gas [JTTTTITITTIITIIITITIITIITOIOTIO0T
e [l sponsor balance for collateral [whitelist [[[sponsor balance for collateral [TTTITITTITITIITII

[sponsor for gas [sponsor for collateral [TTTITITITTIITITITT sponsor limit for gas fee [MTHA®HEONI]

[sponsor for gas [setSponsorForGas(address contractAddr, uint upperBound) [TTTTTTTTTITITITITITIOIT

1. [sponsor balance for gas [I]
2. sponsor limit for gas fee [upperBound [sponsor balance for gas [TITTITIIITT]

3. [IIIIT 1066 [TDOQMIIIITIIIIT]

[ sponsor balance for gas [sponsor for gas [sponsor balance for gas [sponsor for gas []]

sponsor limit for gas fee [TTITTITTTITTTTTITTTITTIITTITIOOITE

[sponsor for collateral [setSponsorForCollateral(address contractAddr) [sponsor for collateral [T

sponsor balance for collateral [TTTTTTTTTITTITIII IO IO OO IOOOTIT




HINRRANNRNNRNNNN

[ setSponsorForGas(address contractAddr, uint upperBound) [setSponsorForCollateral(address

contractAddr) [TITIT sponsor limit for gas fee [TIMIIIIIMITITIT]

O A I T T

[addPrivilege(address[] memory) [sponsor for gas []0x0000000000000000000000000000000000000000 [TTTT]
removePrivilege(address[] memory) [TTTTTTTITTTTTTTITIITITTIITITITITITITI

(LTI

1 O T T T IO ITTTAT

[ addPrivilegeByAdmin(address contractAddr, address[] memory addresses) []

removePrivilegeByAdmin(address contractAddr, address[] memory addresses) [TIIITITII]

pragma solidity >=0. 4.15;

import "https: //github. com/Conflux- Chain/conflux-

rust/blob/master/internal contract/contracts/SponsorWhitelistControl. sol";

contract CommissionPrivilegeTest {

mapping(uint => uint) public ss;

function add(address account) public payable {
SponsorWhitelistControl cpc =
SponsorWhitelistControl(0x0888000000000000000000000000000000000001) ;
address[] memory a = new address[](1);

a[ 0] = account;



cpc. addPrivilege(a);

function remove(address account) public payable {
SponsorWhitelistControl cpc =
SponsorWhitelistControl(0x0888000000000000000000000000000000000001) ;
address[] memory a = new address[](1);
a[ 0] = account;

cpc. removePrivilege(a);

function foo() public payable {
}

function par add(uint start, uint end) public payable {
for (uint 1 = start; i < end; i++) {

ss[i] = 1;

[contract addr [TTTTTTITTITITTVITTTITITIIN

const PRIVATE KEY = ' OXXXXXXX';
const cfx = new Conflux({
url: 'http: //test. confluxrpc. org',
logger: console,
1)

const account = cfx. wallet. addPrivateKey(PRIVATE KEY); // create account instance

const sponsor contract = cfx. InternalContract(' SponsorWhitelistControl');

sponsor contract. setSponsorForGas(contract addr, your upper bound).sendTransaction({
from: account,
value: your sponsor value

}). confirmed();

[ setSponsorForGas(contract addr, your upper bound) [setSponsorForCollateral(contract addr) []T]

[addPrivilege [removePrivilege [whitelist [©x0000000000000000000000000000000000000000 []whitelist
[LITIITIT



you contract. add(white list addr).sendTransaction({
from: account,

}

you contract. remove(white list addr).sendTransaction( {
from: account,

}

[whitelist [you contract. foo() [you contract.par add(1, 10) [TTTITITITT]
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Staking

Conflux T T T T T T A O OO OO T

OTTConStaki AT T T T YO T

[ deposit(uint amount) [amount [[J[balance [stakingBalance . [payable [MMMITTITITTITITIITIOIIOITITII0T0T]

[withdraw(uint amount) [TTTTTTITTTTITITTICONfluX T T T T T T T T T T T T T

[ voteLock(uint amount, uint unlock block number) [] stakingBalance [JJunlock block number [amount ]

[T IIIIIIIL s takingBatlance XX

[T x Ty NMMIMEE y 12 * 60 * 60 * 24 * 365 [x [TTTTITTITIIT]

1.
2.
3.
4.
5.

[ stakingBalance [JJLOCF voteLock(100 * 10718, x) [TIITIIIT]1stakingBalance [TITTTIT]

[ voteLock(8 * 10718, x) [IIIITITI]

[voteLock(6 * 10718, x+y) [TIIIIIIIIIIIIIIIT 2CFX QIO 6CFX IO

[voteLock(®, x) [TTTTTTTTITTII T T T 203 OO0
[voteLock(9 * 16718, x+y) [TTTTTTTITITTT]9CFX T 1]

const PRIVATE KEY = ' OXXXXXXX';
const cfx = new Conflux({

url: 'http: //test. confluxrpc.org',


https://conflux-protocol.s3-ap-southeast-1.amazonaws.com/tech-specification.pdf

logger: console,

1

const account = cfx. wallet. addPrivateKey(PRIVATE KEY); // create account instance

const staking contract = cfx. InternalContract('Staking');

// deposit some amount of tokens

staking contract. deposit(your number of tokens).sendTransaction({
from: account,

}). confirmed();

// withdraw some amount of tokens
staking contract. withdraw( your number of tokens).sendTransaction({
from: account,

}). confirmed();

// lock some tokens until some block number
staking contract. voteLock(your number of tokens, your unlock block number).sendTransaction( {
from: account,

}). confirmed();
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ConfluxContext

ConfluxContext [TTTTTTI] epochNumber [ posHeight , finalizedEpochNumber

pragma solidity >=0. 4. 15;

contract ConfluxContext {
/*** Query Functions ***/
/**
* @dev get the current epoch number
* @eturn the current epoch number
=
function epochNumber() public view returns (uint256) {}
/**
* @dev get the height of the referred PoS block in the last epoch
* @return the current PoS block height
=
function posHeight() public view returns (uint256) {}
/**
* @dev get the epoch number of the finalized pivot block.
* @eturn the finalized epoch number
=)

function finalizedEpochNumber() public view returns (uint256) {}
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PoSRegister
1]

PoSRegister[TTTTIPoWITIPo ST T T T T T T T T T TIPoWITIPo ST T T T T TITTTTITITI

L]

conflux(TTTTITIPOWIITIIIIIITIPoSITIPOW[IIIIIT]

[ITITICFXTIITI1000
1 PoS [I1T] = 1000 CFX

(ITITITITITIT] vote power
[ITTTITI voteLock() [AGTITII]

L]

e 'staking [TITTITIT]
e [TTTTTTI1000CFX

L]

register

e whH

POW[TTIPOSIITIIIITI] OPOWIITIIIITILO00CFXITTIITIITTIPOSITIPOW[ITIIITIL000CFX[ITT1 vote power



(ITITTITPoS[ITT]

conflux rpc local pos register --power 1, register [[I]

indentifier: POS[TTIIT]

votePower[] [TTITITITIII]

blsPubKey: PoS[ITblsPubKey
vrfPubKey[] PoS[ITivrfPubKey
blsPubKeyProof: PoS[TTblsPubKeyProof

INnCreaseStake

OPOW[ITIPOSIITTIT), [ITTTITITITITIT, OTTTTITTTITICFXITTIT

e POW[ITPOSIIIIL
o [TITICFX{TI1000CFX

e votePower: [TTITITIT]




retire

OPoWITIPOS[TITIT], OPoWMTITTPoSOTITITIT T T T T T TIITIITTITT]

e POW[ITIPOS[ITITIT]

e votePower: [TTITIIIT]

getVotes

[IITTITITIIITtoken[ivotes[TTITTTtoken[votes

e POW[ITIPOSIIITIT]

e identifier: PoS[ITIT]




o totalStakedVotes[][JTftoken[jvotes
e totalUnlockedVotes[][TT]I]token[jvotes

IdentifierToAddress

[TPOSIITTITTTTIPOW(T]

e POW[ITIPOSIIITIT]

e identifier: PoS[ITIT]

e address[POW[]]

addressToldentifier

[TPOWLITTITTTTIPOS[T]

e POW[ITIPOSIITIT]

e address: POW[ITIT]



e identifier[JPoS[T]

1]

// SPDX-License-Identifier: MIT
pragma solidity >=0.5. 0;

interface PoSRegister {
Jxx
* @dev Register PoS account
* @aram indentifier - PoS account address to register
* @param votePower - votes count
* @param blsPubKey - BLS public key
* @param vrfPubKey - VRF public key
* @aram blsPubKeyProof - BLS public key's proof of legality, used to against some
attack, generated by conflux-rust fullnode
*/
function register(
bytes32 indentifier,
uint64 votePower,
bytes calldata blsPubKey,
bytes calldata vrfPubKey,
bytes[ 2] calldata blsPubKeyProof

) external;

/**

* @dev Increase specified number votes for msg. sender
* @param votePower - count of votes to increase

*/

function increaseStake(uint64 votePower) external;

/**
* @dev Retire specified number votes for msg. sender
* @param votePower - count of votes to retire

*/



function retire(uint64 votePower) external;

/**
* @dev Query PoS account's lock info. Include "totalStakedVotes" and "totalUnlockedVotes"
* @uaram identifier - PoS address
&/

function getVotes(bytes32 identifier) external view returns (uint256, uint256);

/**
* @dev Query the PoW address binding with specified PoS address
* @uaram identifier - PoS address
Wy

function identifier ToAddress(bytes32 identifier) external view returns (address);

/**
* @dev Query the PoS address binding with specified PoW address
* @aram addr - PoW address
Wy

function addressToIdentifier(address addr) external view returns (bytes32);

/X%
* @dev Emitted when register method executed successfully
&/

event Register(bytes32 indexed identifier, bytes blsPubKey, bytes vrfPubKey);

/**
* @dev Emitted when increaseStake method executed successfully
W/

event IncreaseStake(bytes32 indexed identifier, uint64 votePower);

/**
* @dev Emitted when retire method executed successfully
*/

event Retire(bytes32 indexed identifier, uint64 votePower);
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CrossSpaceCall

[1]

CrossSpaceCall [JTiconflux[JcoreSpace[JESpace[ITITITIITTIITicoreSpace[IITTESpaceJTTTITITITITITITI

L]

1. [Jconlux[T]CoreSpace[ESpace[IIIIITiconfluxTTITIIT]
2. CoreSpace[ITTESpaceITIIITIIIT

1]

e Conflux[IIT]

1]

createEVM

T espace T ea M TITIIT]

[ [MecallTTTTTTIT createtvM AAEFMMIIT T T T Tcal T TTTTITT]




o init [ITITIIT

transfereEVM

[POW[ITITEspace[ITT]

e conflux[IT1T]

e to: POW[ITTITEspace[ITTl

e (111

callEVM

[TTTTTIESpace T Tea i T T T T

e to: POW[IIITEspace[IIT]



e data: [[IIIIIIITIencode[IIT]

e [IIITITH

staticCallEVM

[ITTTITITIESpace[ITT]

e to: CroeSpace[I[TEspace[lIIT]
e data: [TIIIIIIITIencode[IIT]

o [ITTITIT]

withdrawFromMapped

OESpace[IIIIIIITIIIIITICoreSpace[T]

e value: [TT11




mappedBalance

[[ICoreSpace[IIITICoreSpace[IIIT]

e address: CoreSpace[IIT]

e (11111

mappedNonce

[TICoreSpace[I]IJICoreSpace[IInonce

e address: CoreSpace[IIT]

e [ITInonce

1]

// SPDX-License-Identifier: MIT

pragma solidity >=0.5.0;



interface CrossSpaceCall {

event Call(bytes20 indexed sender, bytes20 indexed receiver, uint256 value, uint256 nonce,

bytes data);

event Create(bytes20 indexed sender, bytes20 indexed contract address, uint256 value,

uint256 nonce, bytes init);

event Withdraw(bytes20 indexed sender, address indexed receiver, uint256 value, uint256

nonce);

event Outcome(bool success);

function createEVM(bytes calldata init) external payable returns (bytes20);

function transferEVM(bytes20 to) external payable returns (bytes memory output);

function callEVM(bytes20 to, bytes calldata data) external payable returns (bytes memory
output);

function staticCallEVM(bytes20 to, bytes calldata data) external view returns (bytes

memory output);

function withdrawFromMapped(uint256 value) external;

function mappedBalance(address addr) external view returns (uint256);

function mappedNonce(address addr) external view returns (uint256);
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ParamsControl

[TTTITITITTIITT]ParamsControl [TTTTTTIAATLN [PPWK EHPEHITITITIY OB T T 1

// SPDX-License-Identifier: MIT

pragma solidity >=0. 8. 0;

interface ParamsControl {
struct Vote {
uintl6 topic index;

uint256[ 3] votes;

/*** Query Functions ***/

/**

* @dev cast vote for parameters

* @param vote round The round to vote for

* @param vote data The list of votes to cast
*/

function castVote(uint64 vote round, Vote[] calldata vote data) external;

/**

* @dev read the vote data of an account

* @aram addr The address of the account to read
*/

function readVote(address addr) external view returns (Vote[] memory);

/**
* @dev Current vote round
L/

function currentRound() external view returns (uint64);


https://wiki.conflux123.xyz/books/cips/page/cip-94

/**

* @dev read the total votes of given round
* @param vote round The vote number

*/

function totalVotes(uint64 vote round) external view returns (Vote[] memory);

/**
* @dev read the PoS stake for the round
/]

function posStakeForVotes(uint64) external view returns (uint256);

event CastVote(uint64 indexed vote round, address indexed addr, uintl6 indexed
topic _index, uint256[ 3] votes);

event RevokeVote(uint64 indexed vote round, address indexed addr, uintl6 indexed
topic_index, uint256[ 3] votes);

}



MiscC



Misc

Tx Pool GC Rule

After receiving a valid new transaction from an account:

1. If there is an old transaction from the same sender with the same nonce, replace the old
transaction if any of the conditions holds:
e the epoch height of the new transaction is 200000 more than the old one
e the new transaction has a higher gas price
e the new transaction has the same gas price and a higher epoch height
2. If the transaction pool is full, try to garbage collect an old transaction:

1. Try to garbage collect a transaction that has been packed (packed but not executed
transactions will be inserted back to the tx pool later). This is the normal case when
we receive a new transaction.

2. If all transactions have not been packed, try to garbage a transaction that is not
ready to be packed (with a non-consecutive nonce or not enough balance).

3. If all transactions can be packed, choose a transaction (if an account has many
ready transaction with consecutive nonces, only the one with the least nonce is
considered here) with the least gas price. If the gas price is less than that of the
newly received transaction, garbage collect this chosen old transaction.

3. If the transaction pool is not full now, insert the new transaction. Otherwise, discard the
new transaction.



Misc

cfx estimate [T]I]

(LTIITITTTITTIOT

[from [balance [TITIT]

[gas price [TITITIIITITIT] Sponsor Gas Upper Bound [T1T]
[nonce [IITITIIIT noncegdEMMAonce [TTITIIIT]nonce [IT]
[value [ITIT10

[data [TTTITI

[ to JTITIITIT]

ok wWwNH

Estimate [TT]TIT] gas []storage collateral, [TTTITIIIII] 9as [ storage collateral. [JTT1“ITIIIT"IITlestim

gas

1. [gas |[ITTITTTTT] 9as [T 0ut0fGas @RITTTTTITIT]
2. [from [gas_price [TITTTTTITITTITITITITIITITIITITIIIT]

storage limit

1. [storage limit [TTTTTTITITITIT] storage limit [IT11]

[ O ITEstimate [TTTITTITTTTTITTITTITI 9as [ storage limit [TTTT]

1. [JStorage [] Sponsor [TTTTTTT] storage_limit [TTT] Conflux [TTTTT]



ML gas [ storage [TTT]

1. Gas [IITTITI sponsor [TTITTITITIT] gas limit ([ITTT) [T
2. Storage [ITIT1] sponsor [IITTITIIIITITI sponsor [IT] sponsor.




PoS [T]

Conflux PoS Finality [T1T]


https://gaudy-hub-f32.notion.site/Conflux-PoS-Finality-c19922a84da6446d8c0f008ad0a5034b

EVM [T1111]

Truffle

hardhat

Foundry

Remix
https://tenderly.co/

ke whH



DevTips

Conflux [ITIIIIIT Tip



DevTips

Week 1-7.4

Dayl - CFX [IT]

CFX 0 Conflux drip N 6drip T

e Drip 1 CFX = 10718 Drip
e GArip [1 CFX = 10”9 GDrip , 1 GDrip = 10”9 Drip

[(IITIII1 uCFX = 16~12 Drip ([TTII) uCFX [I1111]

GDrip [1-100 GDrip [TITTITITI

Day?2 - EpochNumber Tag

(I Epoch [IT] RPC [TITIIITIIITIIT hex number [TTTIITTIITTIIIT EpochNumber(ITT] Epoch TagITTIITI

e earliest [[]]]Epoch, [TT]Epoch O

e latest checkpoint [I]]checkpoint Epoch

e latest finalized [I]]PoS [Jfinalized [JEpoch[I]Epoch [TTTT] Epoch TTTTTITIIITIIIIT

e latest confirmed [JT]PoW [Jconfirmed [JEpoch[T]Epoch [TT1T] Epoch [JTTT), OIITIIITIIITIIITII1
e latest state [JIIII]Epoch, [IT]RPC [IT]epochNumber [TT]T]tag

e latest mined [JTIIIII]Epoch[]

Conflux TIN5 0epoch [TT1T]

1] latest_state - latest_confirmed [T]40-50 Epoch. latest state - latest finalized [T]400-600 [] Epoch.

Day3 [T1IT1]

Conflux [ 3600w gas , [ITTIIIIIIL 1420 [IIT] CFX [IIIT]

Day4 Transaction []]

Conflux ITITITITIIT] 9as 0 1500w[ITTT1] gas [III11] 111 data [T111 11200k

Day5 Conflux [TTTTIIII]

Conflux 1] Core [TTTTITT] 0.5s[IT1T] Epoch 1s [T] (ITTITITTIIIIT] 5-10s[ITTITITI1] 40-50s




DevTips

Week2-7.11

Dayl Conflux Core 155

Conflux Core [TTITITIITIT] 155 OTIIIITITI]

e storageLimit
e epochHeight

TIITTTITITIIT(RLP )OI
(II11] status [ITITITIITTT] Conflux Core [ITTTT] receipt [J status [T11T]
e 0-[1J

ol—[[]
e 2 or null - [TTIITIIT

Day2 Conflux Core

Conflux [TTTTIITIITIITIIT

e user - [[I11ITJ

e contract - [T1T]
e builtin - [ITTT1T1
e null - 11171

base32 verbose [T

CFX: TYPE. USER :AATDOWZVA4F7F6)33KH5E182Z4NSCSP59VYE32H4YZ6

[Pt 37

Day3 Gas Explained

(I Gas[ITIIITITI] https://ethgas.io/cn/index.html



https://developer.confluxnetwork.org/sending-tx/en/transaction_explain#transaction-encoding-and-signature
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-37.md

Day4 Conflux Gas

Conflux Gas [T]

Day5 Web3

Library of web3 [JAlex Phan [IT]Web3 [T



https://wiki.conflux123.xyz/books/conflux101/page/gas
https://www.alexdphan.com/research/library-of-web3

DevTips

Week3-7.18

Dayl - Java-solidity[TTITT]

java-conflux-sdk[ITiweb3j. [T OTjavallIIIsolidity MTITTITT] O
https://github.com/web3j/web3j/blob/master/abi/src/main/java/org/web3j/abi/datatypes/AbiTypes.ja
va#:~:text=public%20static%20Class%3C%3F%20extends%20Type%3E%20getType(String%20ty
pe%2C%20boolean%20primitives)

Day?2 - Java-conflux-sdk hexstring[lbyte[ ][1T]

java-conflux-sdk[ITTlcallITTIITIhexstringbytell[TTT]
web3jTTTTTTTTTTINumericIITIITTITTTIT I T Thttps://github.com/web3j/web3j/blob/master/utils/src/ma
ric.java#:~:text=public%20final%20class%20Numeric

[LI1T]

String hexstring = "xxxxxx"; //hexstring

byte[] test = Numeric. hexStringToByteArray(hexstring);

String tmp = Numeric. toHexString( test);

Day3 - account.call[client.call[IT]

java-conflux-sdk[ITclientTical T T T TInonce T Taccount. callTTITITT

Day4 - [Tlsdk[TIrpc_url
(Msdk[TkclientITTTTrpc_urldTrpc_urldITTT]

URL m M
http://127.0.0.1:12539 11 porttomITTTT1T]
https://test.confluxrpc.com 111
https://main.confluxrpc.com 111
https://test.confluxrpc.org IITT1T1

https://main.confluxrpc.org 1110



Day5 - pos[IT11]
conflux(TITposIITTposTIITITIITITITosTjava-conflux-sd kK T T T T T raw

https://wiki.conflux123.xyz/link/32#bkmrk-
%E6%9C%89%E4%B8%80%E4%B8%AA%EG%AD%A3%ES%9C%A8%E8%BF%90%E8%A1%8C%E7

%9A%84p0s%E6%9IC%ACY%ES%IC%BO%EB8%8A%82%E7%82%B9-
%E5%9C%A8%E6%9C%ACY%ES5%9C%B0%E8%B0%83



DevTips

Week4 - 7.25

Dayl - PoW [TTTTIT]

[(IITIIITIIIIIIIT Conflux [ cfx getConfirmationRiskByHash [THEHYAN 1e- 8 ] 0. 000001 % MMM IIIITIITIIIT

TS O T O T 0% T T 6T TTITITTTTITTITIO. 1 %[0

// Request

curl -X POST --data

"{"jsonrpc":"2.0", "method": "cfx getConfirmationRiskByHash", "params":["0x3912275cf09f8982a69735
a876¢c14584dae95078762090c5d32fdfOdbec0647c"], "id": 1}' -H "Content- Type: application/json"
localhost: 12539

// fix64 [IIIIIIIIIITR**256- 1[ITTT1T1e- 8

{
"jsonrpc": "2.0",
"result": "0Ox2af31dc4611873bf3f70834acdae9f0f4f534f5d60585a5f1lcla3cedlb”,
"id": 1

}

Day2 - [TTITITIITIIIT]

[ITIT cfx getConfirmationRiskByHash [TTTTTTTITTTIT IS MYE TTTITTITTITIITIITPBPMVPGs

[[RP cfx getStatus [latestFinalized [TTTITTIT]PoS [(IIITT EpochIIIIIIIIT EpochIIITIITIIIITIIT

T TPPH T TAQOTITITIConflux Scan(IT]

// Request
curl -X POST --data ' {"jsonrpc":"2. 0", "method": "cfx getStatus","id":1}' -H "Content- Type:
application/json" localhost: 12539


https://www.confluxscan.io/pos-charts/finalized-interval

// Result

{
"jsonrpc": "2.0",
"result": {
"bestHash": "0x7bbb518ec0b8671a60e9c98619137b0d52522a9ef9490c9b4c23c30f178312f8",
"chainId": "0x405",
"ethereumSpaceChainId": "0x406",
"networkId": "0x405",
"epochNumber": "Ox2fala24",
"blockNumber": "0x70a7fda",
"pendingTxNumber": "0@x83b",
"latestCheckpoint": "0x2f91bc0@",
"latestConfirmed": "0Ox2fal9el",
"latestState": "0x2fala20",
"latestFinalized": "0x2fal854" // [1] PoS [IITIL Epoch
I
"id": 1
}

Day3 - [(ITITITITIT] EpochNumber [1T]

[ITTTITITT cfx_getStatus REpochNumber ConfluxContext ConfluxContext epochNumber(), posHeight(),
finalizedEpochNumber() [TTTTITTIITITI

ConfluxContext CFX: TYPE. BUILTIN: AAEJUAAAAAAAAAAAAAAAAAAAAAAAAAAAAUS XAGTK73 /

CFXTEST: TYPE. BUILTIN: AAEJUAAAAAAAAAAAAAAAAAAAAAAAAAAAAUV2 XPKD3X [TT] abi [ metad@ig [T11T1

pragma solidity >=0. 4. 15;

contract ConfluxContext {
/*** Query Functions ***/
/**
* @dev get the current epoch number
* @eturn the current epoch number
*/
function epochNumber() public view returns (uint256) {}
/**
* @dev get the height of the referred PoS block in the last epoch
* @return the current PoS block height


https://raw.githubusercontent.com/Conflux-Chain/conflux-rust/master/internal_contract/metadata/ConfluxContext.json

Wy
function posHeight() public view returns (uint256) {}

/**
* @dev get the epoch number of the finalized pivot block.
* @eturn the finalized epoch number
&/

function finalizedEpochNumber() public view returns (uint256) {}

Day4 - [[lgegasUsed [gasLimit

[TISDK[RIcfx estimateGasAndCollateral [[]J]]}estimate []estimate. gasUsed [estimate.gasLimit [TT]T]

estimate. gasUsed [TTTTMIMIIIINEY tx tx. gasLimit estimate. gasUsed [T]T]] estimate. gasLimit [TTITIT
tx. gasLimit [estimate. gasUsed [4/3 [TTT1T1 gasUsed s[MIIMMMIITITTIT

gasUsed [TTTTIIT] tx. gasLimit * 1/4 tx.gasLimit [ gasUsed * 4/3 [gasUsed [TTTTIGHITIITIIIIL
J

// Request

curl -X POST --data

"{"method": "cfx _estimateGasAndCollateral","id": 1, "jsonrpc":"2.0","params": [ {"from": "cfx: type.u
ser: aarc9abycueOhhzgyrr53m6cxedgccrmmyybjgh4xg”, " to": "cfx: type. contract: acc7uawf5ubtnmezvhu9dh
cbsghea0403y2dgpyfjp", "data": "0x", "gasPrice": "0x2540be400", "nonce": "0x0"}]1}' -H "Content- Type:
application/json" localhost: 12539

// Result
{
"jsonrpc": "2.0",
"result": {
"gasLimit": "0Ox6d60", // 21000 * 4/3
"gasUsed": "0x5208", // 21000
"storageCollateralized": "0Ox80"
b
"id": 1

Day5 - [TT]] EpochHeight [T]


https://eips.ethereum.org/EIPS/eip-150
https://wiki.conflux123.xyz/books/conflux101/page/gas
https://wiki.conflux123.xyz/books/conflux101/page/gas

Conflux EpochHeight [-100000 < currentEpochNumber - tx. epochHeight < 100000 EpochHeight [T
EpochNumber EpochNumber [THTITITTINTIITTIITIT]

[1] 100000 [] Epoch [J] 100000 T[] 28 [II]



DevTips

Week5 - 8.1

Dayl

Conflux Core Space [I1T1111]

Conflux Core Space

Conflux Core Space [TT111T]

1. Hex[IT]|0x1ldefadd5b632ba2cef7ea20731021657€20a7596
2. Base32[TTTHex[TTTT] CFX: TYPE. USER: AAKPBXQ1FZM1XP89CB7URF6YVYXH3GGXSE9HZ07B38

1]

e CIP-37
e Conflux 11T

Day?2

Base32[ITIIIITIIIIIIIIIBase32[11]

Base32
Base32 [T111]

Base32 [T11] O5bit[T] IT11Base32[T111] 0b00000" (I116[111]'0x00")11]"a"

(IITITITT] 0x00~0x1f <==> abcdefghjkmnprstuvwxyz0123456789

Base32 [TTITIIIIT]

1. Network-prefix : [TTTTTTHcIXITTTcfxtestIT11]



https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-37.md
https://docs.confluxnetwork.org/crypto-notes/notes/conflux-address#1.-tong-guo-scan-di-zhi-zhuan-huan-gong-ju-jiang-base32-di-zhi-zhuan-huan-wei-hex40-ge-shi-ke-yong-y

2. Address type : TYPE. XXX [T

3. Payload : [ Hex(TITIIIIIIIIIIIITbase32[1111]
4. Checksum : MBI

(L1111

CFX: TYPE. USER: AAKPBX01FZM1 XP89CB7URF6YVYXH3GGX5E9HZ07B38

| | | | --- Checksum
| | | --- Payload

| |--- 0O

|--- OID

Base32 [TTTHexTTI T

Base32 [TITTIHEX [TIT1T]

Base32

(MHex T T T T Ceon flux M T T T T TIBase 32 [T

[

e CIP-37

e Conflux [T1T1]

Day3

eSpace

Conflux [Jv2.0 [IITTTIIIIIIIT] eSpace IITIIIT] Core Space T T T IITIII T IITTITTIITTIITTITT

[(IIT11] Metamask [T] eSpace [I11J
espce[I1IT]

(444 hpt found or type unknown

[L11]


https://confluxscan.io/address-converter
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-37.md
https://docs.confluxnetwork.org/crypto-notes/notes/conflux-address#1.-tong-guo-scan-di-zhi-zhuan-huan-gong-ju-jiang-base32-di-zhi-zhuan-huan-wei-hex40-ge-shi-ke-yong-y

e eSpace [I]
e [ITIT]

Day4

Core Space eSpace

Core Space [IT] eSpace [IIITITleSpaceTIIIIT]

[IT10

1. ] Core Space []base32 [T]decode [] bytes [T]
2. Obytes [Tl keccak 1171
3. [IIIII1] 20 bytes[ITT] hex [T]

[B R SEETRSSRALNNIIIEISCETAS

[T

e Core Space [I]]eSpace [II1T]

Dayb

Core Space

Conflux [TTTITIIITIIIITIIIIIIIT AdminControl SponsorWhitelistControl Staking [TTT] ConfluxContext |,
PoSRegister , ConfluxContext [ CALL STATICCALL [ CALLCODE [DELEGATECALL [[IIIIIIIIIIL

[(ITHex[IIIT1]

AdminControl: 0x0888000000000000000000000000000000000000
SponsorWhitelistControl: 0x0888000000000000000000000000000000000001
Staking: 0x0888000000000000000000000000000000000002
ConfluxContext: 0x0888000000000000000000000000000000000004
PoSRegister: 0x0888000000000000000000000000000000000005
CrossSpaceCall: 0x0888000000000000000000000000000000000006

ok wNH


https://docs.confluxnetwork.org/crypto-notes/notes/conflux-address#espace-di-zhi
https://docs.confluxnetwork.org/crypto-notes/notes/conflux-address#yi-tai-fang-hex40-di-zhi
https://developer.confluxnetwork.org/conflux-doc/docs/EVM-Space/cross_space_call/
https://docs.confluxnetwork.org/crypto-notes/notes/conflux-address#core-space-zhang-hao-zai-espace-de-ying-she-di-zhi



https://developer.confluxnetwork.org/conflux-rust/internal_contract/internal_contract

DevTips

Weekb- PoS

Dayl PoS[]

[ Conflux PoS [TTTTT] 15% [ITTITIITITTITI

1. IITConflux [TI11] Staking [TI11] CFX [ITTI11] PoSRegister [TITTII] PoS
2. [I1] PoS PAGCFX MITITITITITIIIITIT]

ARIRNRNRNRNRNRNRNERED

Day2 PoS

e POS [ITIIIT01 M

e POS [TTIT111256 IIIIIII1] hash 111

e PoS [T]= 1000 CFX[IIIT]PoS CFX [I111]11000 111
e [T]1PoS [TTITIIIT] Stake [0 PoS [ITITITIT114 O

e [11PoS [TIT11]1300

e [IT1TJ PoS [IITIII] 6 1]

Day3 PoS []PoW finalized

PoS [(ITITTIpivotDecision [T PoW pivot chain [T11] hash [I11] PoS [ITTITITIIT] Revert

PoW [ posReference [J]PoW []PoS [TIT]

(1111 PoW [IT]finalized [TIIII1L]

1. [T]cfx_getStatu:latestFinalized [T]T]finalized [T]
2. [ cfx_epochNumbe latest finalized [TT]number [TT1T]finalized [T]

Day4 ForceRetire

PoS [TTITITITITTTTITT PoS [ITTTITTTITTTTITITITITIT PoS [TTTTTTITITH LITITITT] PoS [ITTTTITTITTTITITIT

(1T hardfork [TTTR2.1.0TITITT] forceRetire [T T T T T TITITITTTTITTITIIIT PoS 1



https://forum.conflux.fun/t/conflux-v2-0-0-testnet-pos/13115
https://www.conflux-pos-validators.com/

Day5 PoS

[0 Conflux PoS [ITTTTT] Conflux T 1.3 T 16.6%[]

(T
1. [III14%

2. [MIXtotalCirculate) T THITHITHIITTOOIIT
3. PoS [IIIT(totalStake)

0.04 * \/ totalCirculate /total Stake

PoS [MIITITIIIIIIITI PoS [IITITT] PoW [TTITITIT] PoS MITTTIITIITITITITITIT]



https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/mommytalk1660285733686.png
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Dayl CIP23[EIP712[1T]

T T Ohex AT T T T AT T T T TIITIEIP7 12T I Tconflu

e EIP712domain CIP23domain
e [ICIP23domaiichainId MTTTTTTTITITITITITIIIT]

Day2 [TITICIP2 31T

o [ITTITTTTTTTITTTE
encode(message : [IP") = "\x19Conflux Signed Message:\n" | len(message) | message
where len(message) is the non-zero-padded ascii-decimal encoding of the number of
bytes in message.

o T
encode(domainSeparator : [TP*¢, message : [T) = "\x19\x01" | domainSeparator ||
hashStruct(message) where domainSeparator and hashStruct(message) are defined
below.

[ITconflux-sdk T TsdkOTTTTTITITjava-sdk[IT]

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;

import org. web3j. utils. Numeric;

import java. io. IOException;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class SignDataTests {



//cfx_signTypedData v4
@Test
public void testSignValidStructure() throws IOException {

StructuredDataTests t = new StructuredDataTests();

//TypedData
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");
//ImsgIT111]
StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);
/ /s ghash 11111
org. web3j. crypto. Sign. SignatureData sign =
org. web3j. crypto. Sign. signMessage( dataEncoder. hashStructuredData(), SampleKeys. KEY PAIR,
false);

assertEquals(

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fb3a041c3b178d3ae3
798ea322ae74cb687dd699b5f6045¢c7fed47a91c",

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}

//personal sign
@Test
public void testSignAnyMessage() throws IOException {
String message = "v0GOu7huK4mJb2K1";
//ns gIITITIITTTs ghas h [T
org. web3j. crypto. Sign. SignatureData sign =
Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);

assertEquals(

" Oxbb0ee8492623f2ef6ed461ea638f8b5060b191a1c8830c93d84245f3fh27e20a755e24ff60fe76482dd4377abae
f036937ef88537b2d0fdd834a54e76ecafadclc"”,

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}



Day3 [T11icip23[TTTTTIT]

[Mcip2 3O TITITTTIITTTTsdKITTIT]

(ava-sdk[TTITisdkITTIT]

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;
import org. web3j. crypto. *;
import org. web3j. crypto. Sign;

import org. web3j.utils. Numeric;

import java. io. IOException;

import java.util. Arrays;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class ECRecoverTest {
private String getAddress() {
return Numeric. prependHexPrefix(Keys. getAddress(getPubKey()));

private String getPubKey() {
return SampleKeys. KEY PAIR. getPublicKey(). toString();

@Test
public void testSignAndRecoverMessage() {

String message = "v0GOu7huK4mJb2K1";

byte[] msgHash = conflux. web3j. crypto. Sign. getConfluxMessageHash(message. getBytes());

Sign. SignatureData sign =
conflux. web3j. crypto. Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);
IV /1111y ecover, III110

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign, msgHash,

getAddress());



assertEquals(recoverAddress, getAddress());

//0f Luent [TTITIIIIIIIIIIIIIIIIIY ecover
@Test

public void testRecoverTyped() throws IOException {
StructuredDataTests t = new StructuredDataTests();
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");

StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);

/ /I tuen t [TT1T]

String signature =

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fbh3a041c3b178d3ae3
798ea322ae74cbh687dd699b5f6045¢c7fed7a9lc";

0 //0IIIIII
byte[] signatureBytes = Numeric. hexStringToByteArray(signature);
byte v = signatureBytes[ 64];
if (v < 27) {
v += 27;

Sign. SignatureData sd =
new Sign. SignatureData(
v,
(byte[]) Arrays.copyOfRange(signatureBytes, 0, 32),
(byte[]) Arrays.copyOfRange(signatureBytes, 32, 64));
11V /getAddress() [ITTTITTIf luentTTTTTTT
String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sd,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recoverAddress, getAddress());

//[II1TtestSignAndRecoverMessage( ) [IIITTTTITIT]
@Test

public void testSignAndRecoverTyped() throws IOException {

StructuredDataTests t = new StructuredDataTests();



String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");
StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);
Sign. SignatureData sign = Sign. signMessage(dataEncoder. hashStructuredData(),

SampleKeys. KEY PAIR, false);

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recover Address, getAddress());

I Trecover()MITIIIIIIIITIT

public static String recoverSignature(SignatureData sd, byte[] data, String address)

String addressRecovered = null;

// Iterate for each possible key to recover
for (int i =0; i < 4; i++) {
BigInteger publicKey =
org. web3j. crypto. Sign. recoverFromSignature(
(byte) i,
new ECDSASignature(
new BigInteger(1l, sd.getR()), new BigInteger(1,
sd. getS())),
data);

if (publicKey != null) {
addressRecovered =

Numeric. prependHexPrefix(Keys. getAddress(publicKey. toString()));

if (addressRecovered. equals(address)) {

break;

return addressRecovered;



ARSI ENI G [ M AWER I TIWEPEITB I DI TOET FTRI TP OdhIddPBEd ERadPVIEfb0c9a9a771ab/crypto/src/m

ain/java/org/web3j/crypto/Sign.java#:~:text=public%20static%20BigInteger%?20recoverFromSignat
ure(int%20recld%2C%20ECDSASignature%20sig%2C%20byte%5B%5D%20message)%20%7B

(NEPSIAVWIKITI DX TP MYZATHK] 60 # bkmrk-%E5%90%88%E7 %BA%A6%E9%AA%8C%E7%AD%BE

Day4 [T fluent[I]]IT]

java-sdk[test dkfPMifled kifdrecayEdeNE T TR TITEENTTFdent TTTITIT1T

personal sign [TTTTIIIITITIconsole[IIT]

conflux
.request({
method: 'personal sign',
params: [

' vOG9u7huK4mJb2K1', '<your address>']1})

[T T FluentTTIT]

TARZAZ

X

ol dh3 (i)

. web3-3
cfxtest:

FEXPA?
vOGO9u7huK4mJb2K1

Google Translate



https://github.com/web3j/web3j/blob/7dea3d99c5bdbfcc03aaeaa8575fb0c9a9a771ab/crypto/src/main/java/org/web3j/crypto/Sign.java#:~:text=public static BigInteger recoverFromSignature(int recId, ECDSASignature sig, byte[] message) {
https://github.com/web3j/web3j/blob/7dea3d99c5bdbfcc03aaeaa8575fb0c9a9a771ab/crypto/src/main/java/org/web3j/crypto/Sign.java#:~:text=public static BigInteger recoverFromSignature(int recId, ECDSASignature sig, byte[] message) {
https://github.com/web3j/web3j/blob/7dea3d99c5bdbfcc03aaeaa8575fb0c9a9a771ab/crypto/src/main/java/org/web3j/crypto/Sign.java#:~:text=public static BigInteger recoverFromSignature(int recId, ECDSASignature sig, byte[] message) {
https://wiki.conflux123.xyz/link/60#bkmrk-合约验签
https://conflux-chain.github.io/fluent-wallet-doc/docs/provider-rpc/
https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660808777531.png

HINRRRNNNNRRRRNNND

* conflux
.request({
method: ‘personal_sign',
params: [
"wBGIUThuKdmIb2K1", 'cfxtest:aajb3d42miSkzad6pijkdz@wxx@trSdnfupbubyajda’1})
¥ Promise {<pending:] €8
» [[Prototype]]: Promise
[[PromiseState]]: “fulfilled"
[[Promisefesult]]: "@x7ed2l6720bdaf8d7ficda?@d33dAa94f 3926635517 cd5691cTT8e38eand8T236759ddF 7 c53ectbc5463F8ebbbebd5alicldbeldtledbafcbetdef 3a8187badcbad™

cfx signTypedData v4 [T[Tjconsole[IT]

conflux
.request({
method: 'cfx signTypedData v4',
params: [
' <your address>',
o
"types": {
"CIP23Domain": [
{

"name": "name",

"type": "string"

"name": "version",

"type": "string"

"name": "chainId",

"type": "uint256"

"name": "verifyingContract",

"type": "address"

1,

"Person": [

{

"name": "name",

"type": "string"


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660808891867.png

"name": "wallet",

"type": "address"

}
I,
"Mail": [
{
“name": "from",
“type": "Person"
}
{
“name": "to",
“type": "Person"
b
{
"name": "contents",
"type": "string"
}
1
}
"primaryType": "Mail",
"domain": {
"name": "Ether Mail",
"version": "1",
“chainId": 1,

"verifyingContract": "®xCcCCccccCCCCcCCCCCCcCcleclCclllcleccccccl”
b
"message": {
"from": {
“name": "Cow",

"wallet": "OxCD2a3d9F938E13CD947EcO5AbC7FE734Df8DD826"

}
"to": {
"name": "Bob",
"wallet": "OxbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB"
b
"contents": "Hello, Bob!"



[LITTITITTTImessage(T]

HEERI=S
=ig dsL (i) P X
web3-3
cfxtest:
Google Translate
EEXMERY
Ether Mail
B!
from:
name: Cow
wallet: OxCD2a3d9F938E13CD947EcOSAbC/FE/
34Df8DD826
to:
name: Bob
wallet: OxbBbBBBBbbBBBbbbBbbBbbbbBBbBbb
bbBbBbbBBbB

contents: Hello, Bob!

[LITITTIIITI

Day5 [T1Tlcip23[sdk

[Miava-sdk{jjs-sdk[Tgip23Ead ApA33isdk cip23[T]

[Tgo-sdk[Jpython-sdk[TTTkip23[I111T]


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660809026397.png
https://github.com/Conflux-Chain/java-conflux-sdk/blob/master/src/test/java/conflux/web3j/crypto/ECRecoverTest.java
https://github.com/conflux-fans/cip-23/blob/master/src/cip-23.ts

DevTips

Week8-8.21

8.22 Epoch Number, Block Number[JHeight [] Epoch Height []

Conflux [ epoch number [block number [height [lepoch height [TTTTTIIIITITITITIT]

1. Epoch Number[TTTTITTITICon epoch [ epoch TMPIVOH epoch Jepoch number TMIITT epoch number [TT]

2. Block Number[ epoch [block number block number [block numebr [T

epoch number block number [

3. Height height [TITITITIIITIII height epoch number MMM COPOG [TTHeightIT]
[HAOENHE[GDETNITITTTTTT]

4. Epoch Height epoch height |epoch number [T]I]

«+—— Parent edges

Tree-Graph
a---- Reference edges

Genesis +—

T™XO W 3
’
Tx1 x ; "
v v Tteeel ¥
~ B + F < S <—l

Epoch of H

Epoch of E

Epoch of
Epoch of A Epoch of C

Genesis

8.23 [III11I
OConfluxITTITTITICollateral for storage T T T T T T
BRI 1/16 CRXTITII T T

OConflux T



https://wiki.conflux123.xyz/link/74#bkmrk-day5---交易中的-epochhei
https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/tree-graph.jpeg

SCIUARAINTNNN

8.24 [ITTTIIIT]

Conflux [TTIT setSponsorForCollateral(address contractAddr) [TTTTICFXITIITTITITCFXIITIIITITITIIT

8.25 [TIIT] Staking [TT] CFX

0 Conflux [TTTSEEKIMEL] [CERMIIIE XTI T

1. [IITPOSHDH |
2. OA-PE1PhrEhain DAO Vote for Chain Parameters []

8.26 [] Pivot [ITIT1RPC [T]

Pivot [ITITITITITITITIIIT Conflux OTITTTTITITITTConflux [ RPC [ITTTIT] Pivot TTITITT]
Tree'G raph «+—— Parent edges
dmmna- Reference edges

G
g
Tx4
'Vh...
Genesis +— < n
X0 = ™ ’
Tx1 FRL N I s
....,.._-. Y
J «— |
Tx3
Tx4
Epoch of
Genesis Epoch of A Epoch of C Epoch of E Epoch of H

1. cfx getStatus [cfx getBestBlockHash cfx getStatus [bestHash [TIIIIIIITJepoch[Pivot [TTTI1T]
cfx_getBestBlockHash [TTITITIT]

// getStatus

{
"jsonrpc": "2.0",
"result": {

"bestHash": "Oxe4bf02ad95ad5452c7676d3dfc2e57fde2a70806c2e68231c58c77cdda5b7c6e"”,


https://zhuanlan.zhihu.com/p/457207610
https://forum.conflux.fun/t/conflux/11949
https://wiki.conflux123.xyz/books/conflux101/page/staking
https://wiki.conflux123.xyz/link/88#bkmrk-day1-如何参与-pos？
https://governance.confluxnetwork.org/zh/governance/
https://wiki.conflux123.xyz/books/cips/page/cip-94-on-chain-dao-vote-for-chain-parameters
https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/tree-graph.jpeg

"chainId": "ox1",
"networkId": "Ox1",
"blockNumber": "0x1a80325",
"epochNumber": "Oxaf28ab",
"latestCheckpoint": "0xada520",
"latestConfirmed": "0Oxaf2885",
"latestState": "Oxaf28a7",
"latestFinalized": "0x2a420c",
"ethereumSpaceChainId": "0x22b9",
"pendingTxNumber": "0x0"

h

"id": 1

2. cfx_getBlocksByEpoch [T]RPC [TTT1T] Epoch [TTTITTITT] blockNumber ITTTTTTTITITITITIIT] Pivot 1.

// Result
{

"jsonrpc": "2.0",

"result": [
"0x618e813ed93f1020babl3alab77e1550da6c89d9c69de837033512e91ac46bdo”,
"Ox0fb6ac8ldcbc612e72e0019681bcec32254a34bd29abbbab9le5e8dc37ech64d5",
" Oxad3238c00456adfbf847d251b004c1e306Te637227bb1b9917d77bd5b207af68",
"Ox0f92c2e796be7b016d8b74c6c270fb1851ed47fabaca3e464d407544286d6cd34",
"Ox5bcc2b8d2493797fcadf7b80228ef5b713eb9ff65f7cdd86562db629d0caf721",
"Ox7fcdcofff506b19a2bd72cd3430310915f19a59b046759bb790badeeb95e9956",
"Oxf4f33ed08elc625f4dde608eeb92991d77fff26122bab28a6b3a2037511dcc83",
"Oxa3762adc7f066d5ch62c683c2655be3bc3405ff1397f77d2eldbeff2d8522€00",
"0xba7588476a5ec7e0adeb0f060180cadb7430fdlbe48940414baac48c0d39556d",
"0xe4dc4541d07118b598b2ec67bbdaa219eb1d649471fe7b5667a0001d83b1e9b6",
"0x93a15564544c57d6cb68dbdf60133b318a94439e1f0a9cch331b0f5a0aaf8049" // pivot

1P

"id": 1

3. cfx getBlockByHashWithPivotAssumption [J] RP(cfx getBlockByHash [TTTTITIIT]RPC
IIIIITIT OblockHash[2JassumedPivotHash[[3[JepochNumberTTTTTTTTblockHash[ITTTTIRPCII]
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Dayl conflux [T1T]

openzepplin[EPAAUKFEPAT R cts TTTTiconfluxITTTTTITITTITIT]

e [TTTlibrary

e utils

o token[IIIIT]

Day?2 [TTTITITTTIctX[]

conflux [JTlerc18 0x1820a4B7618BdE71Dce8cdc73aAB6C95905faD24 [] conflux core space[]

0x88887eD889e776bCBe2f0f9932EcFaBcDfCd1820 ddATPMIddmtracts[IT]

Day3 [TTTTITITITITITI

dappI T Ore c O T O ee node[J T I OmulticallT

multicall T static call O I biITTII

cfxtest: aaskvgxcfej371g4ecepx9an78ngrke5ay9f8jtbgg [usdt []]

e [[Idata
o balanceOf("cfxtest: aanpulémtgc7dke5xhuktyfyef8f00pz8a2z5mcl4g") [[ITIdata[]
0x7020823100000000000000000000000016c8518a7985d1a49b99e097d0Ob4217c5b5995f0
o balanceOf("cfxtest: aaskvgxcfej371lgdecepx9an78ngrke5ay9f8jtbgg") [[IIdata[]
0Xx70a082310000000000000000000000001c98926229119edcda2088c9fcObef9666a49b05

e muticall function aggregate(address target, bytes[] memory calldatas) public view virtual
returns (bytes[] memory) []


https://github.com/conflux-fans/conflux-contracts
https://github.com/conflux-fans/conflux-contracts/tree/main/contracts/InternalContracts
https://github.com/conflux-fans/conflux-contracts/tree/main/contracts/utils
https://github.com/conflux-fans/conflux-contracts/tree/main/contracts/token
https://github.com/conflux-fans/conflux-contracts
https://github.com/conflux-fans/conflux-contracts/blob/ba2447a7e18249390a9519f4eee91a7f1f4d7b11/contracts/utils/ERC1820Context.sol#L17
https://github.com/conflux-fans/conflux-contracts/blob/main/contracts/utils/Multicall.sol

results =
muticall. aggregate(usdt address,["0x70a0823100000000000000000000000016c85f8a7985d1a49b99e097d0
b4217c5b599510", "0x70a082310000000000000000000000001c989a6229119edcda2088c9fcObef9666a49b05"])

o [IITITTITlabilT]

ABITTTITITIS DKOTTITITIITITsdk

Day4 Fluent[]]]- Fluent [TTTITIT]

1. Fluent

T AT luent T T

[LITIITIT



Fluent Wallet

0 CFX 354.924106

n

[TTTTTTIIL +"


https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662027561415.png
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https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662027605712.png
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https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662027658973.png
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https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662027892429.png

FHHk

* 354.924106 CFX
- @ O CFX
Fluent JTTTIIITITITTICoNfluxTT I TTIIITIIII]

Day5 Fluent[]]

1. Fluent I TIconfluxfethereumTTTTTTITTIITITTITITIIITIderive pathITTTTTTTTITITITT] OTTT1T]

e Conflux [TTTIT] dervie m' /44’ /60’ /0’ /0O
e Ethereum [TITIT] dervie m’ /44’ /503’ /0’ /0O

2. Fluent ITITTTTFluentdITITITT

[OF luent T T T T O OO O O OO O T



https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662028004345.png



https://wiki.conflux123.xyz/uploads/images/gallery/2022-09/image-1662115103936.png
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[CONFTOTITTITTITTITITITONFT O NFT NFT [TTTTT] EIP [TTTTT

Dayl - ERC721

ERC-721 (IITINFT [0 M CryptoKit (O token I IDMIHA

[LITIITTI

interface ERC721 /* is ERC165 */ {
// events
event Transfer(address indexed from, address indexed to, uint256 indexed tokenId);
event Approval(address indexed owner, address indexed approved, uint256 indexed
_tokenId);

event ApprovalForAll(address indexed owner, address indexed operator, bool approved);

function balanceOf(address owner) external view returns (uint256);
Ofunction ownerOf(uint256 tokenId) external view returns (address);
Ofunction safeTransferFrom(address from, address to, uint256 tokenId, bytes data) external
payable;
Ofunction safeTransferFrom(address from, address to, uint256 tokenId) external payable;
Ofunction transferFrom(address from, address to, uint256 tokenId) external payable;
Ofunction approve(address approved, uint256 tokenId) external payable;
Ofunction setApprovalFor All(address operator, bool approved) external;
Ofunction getApproved(uint256 tokenId) external view returns (address);
Ofunction isApprovedFor All(address owner, address operator) external view returns (bool);

}

(L1110

transferFrom
safeTransferFrom
approve
setApprovalForAll

W

[LLTTIT]


https://eips.ethereum.org/EIPS/eip-721

balanceOf
ownerOf
getApproved
isApprovedForAll

W

[0 ERC721 [T

1. metadata [T]
2. [111
3. 110
4. II10

Day2 ERC1155

ERC1155 [T 0 ERC2GITLIMMITTTTTTITIIT tokenT] ERC721 [ITTTTIT] tokenld [TTTTTTTTTIT]

[0 ERC1155 MITTTTITITOMint T

interface ERC1155 /* is ERC165 */ {

event TransferSingle(address indexed operator, address indexed from, address indexed
_to, uint256 id, uint256 _value);

event TransferBatch(address indexed operator, address indexed from, address indexed to,
uint256[] ids, uint256[] values);

event ApprovalForAll(address indexed owner, address indexed operator, bool approved);

event URI(string value, uint256 indexed id);

function safeTransferFrom(address from, address to, uint256 id, uint256 value, bytes
calldata data) external;

function safeBatchTransferFrom(address from, address to, uint256[] calldata ids,
uint256[] calldata values, bytes calldata data) external;

function balanceOf(address owner, uint256 id) external view returns (uint256);

function balanceOfBatch(address[] calldata owners, uint256[] calldata ids) external view
returns (uint256[] memory);

function setApprovalForAll(address operator, bool approved) external;

function isApprovedForAll(address owner, address operator) external view returns (bool);

Day3 ERC2981

ERC2981 [TIIIINFT IO NFT QIO NFT I ERC721 [ ERC1155 token.


https://eips.ethereum.org/EIPS/eip-1155
https://eips.ethereum.org/EIPS/eip-2981

[royaltyInfo [IIIT]tokenld TTTTITTIIITIITIIIIT]

interface IERC2981 is IERC165 {
function royaltyInfo(
uint256 tokenId,
uint256 salePrice
) external view returns (
address receiver,

uint256 royaltyAmount

Day4 SBT

SBT [T TokenTTTITIIIT 01T NFTOTTTTITTIITITIT KYC O

(1111 SBT [J EIP [IIIIIILLLL EIP-4973[EIP-5114[JERC721S [III] Solv Protocol [IT] EIP-3525[]

SBT - [

Day5 ERC3525

O O 0 O O O

[IIII11 ERC-3525 [ ERC-1155 [IT] - (1]

[LTT] NRHF T T LT


https://mp.weixin.qq.com/s/wUIwwBFtCQ0cl5ZibND-PQ
https://mp.weixin.qq.com/s/gTqMz3E2kzAc8g3jWBDnow
https://foresightnews.pro/article/detail/12944

DevTips
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LT

[Jconflux[N ConfluxContext , PoSRegister , CrossSpaceCall , ParamsControl [TTTTTITTTTITTITIIIIIITIITTIIId

Dayl ConfluxContext

I Tabil:

// SPDX-License-Identifier: MIT

pragma solidity >=0. 4.15;

interface ConfluxContext {

/*** Query Functions ***/

/**

* @dev get the current epoch number

* @eturn the current epoch number

&/

function epochNumber() external view returns (uint256);
/**

* @dev get the height of the referred PoS block in the last epoch
* @return the current PoS block height

=
function posHeight() external view returns (uint256);
/x*

* @dev get the epoch number of the finalized pivot block.
* @eturn the finalized epoch number

wy

function finalizedEpochNumber() external view returns (uint256);



[T T ava sdk[IT]

public static void test(String contractAddr,
Cfx cfx =
Account acc = Account. create(cfx,
Address address =
String hash = acc. call(address,

cfx. waitForReceipt(hash);

Optional<Receipt> receipt =

if (receipt. isPresent()) {

Day2 PoSRegister

PoSRegqisterTTTITTIIITTIPOSIIIT]

[LITITTITIT]

e register - [JITITITIpos[IIITposT]

e increaseStake - [[Jpos[I]

e retire - [Ipos[l]

e getVotes - [JITITTMote[T]

e identifierToAddress - [TJpos[ITJpow[I]

e addressToldentifier - [JITJpow[IIlpos[T]

0x0888000000000000000000000000000000000005

[ TlabilTT]

// SPDX-License-Identifier: MIT

pragma solidity >=0.5. 0;

interface PoSRegister {

/**

String caller) throws Exception {

Cfx. create("https: //test. confluxrpc. com");
caller);
new Address(contractAddr);

"epochNumber");

cfx. getTransactionReceipt(hash). sendAndGet();



* @dev Register PoS account
* @aram indentifier - PoS account address to register
* @param votePower - votes count
* @aram blsPubKey - BLS public key
* @param vrfPubKey - VRF public key
* @param blsPubKeyProof - BLS public key's proof of legality, used to against some
attack, generated by conflux-rust fullnode
Wy
function register(
bytes32 indentifier,
uint64 votePower,
bytes calldata blsPubKey,
bytes calldata vrfPubKey,
bytes[ 2] calldata blsPubKeyProof

) external;

/**

* @dev Increase specified number votes for msg. sender
* @aram votePower - count of votes to increase

*/

function increaseStake(uint64 votePower) external;

/**

* @dev Retire specified number votes for msg. sender
* @aram votePower - count of votes to retire

*/

function retire(uint64 votePower) external;

/**

* @dev Query PoS account's lock info. Include "totalStakedVotes" and "totalUnlockedVotes"
* @aram identifier - PoS address

&/

function getVotes(bytes32 identifier) external view returns (uint256, uint256);

/**

* @dev Query the PoW address binding with specified PoS address
* @aram identifier - PoS address

=

function identifier ToAddress(bytes32 identifier) external view returns (address);



/**
* @dev Query the PoS address binding with specified PoW address
* @aram addr - PoW address
*/

function addressToldentifier(address addr) external view returns (bytes32);

/**
* @dev Emitted when register method executed successfully
S/
event Register(bytes32 indexed identifier, bytes blsPubKey, bytes vrfPubKey);

/**
* @dev Emitted when increaseStake method executed successfully
*/

event IncreaseStake(bytes32 indexed identifier, uint64 votePower);

/**
* @dev Emitted when retire method executed successfully
*/

event Retire(bytes32 indexed identifier, uint64 votePower);

da3REGister

12VEFEMd M DI $T ]

Day3 CrossSpaceCall

Conflux[ITITIT]core spacellesapce[jcore spacCrossSpaceCall MMM ITTTIspacelIT]
(TITTITT]

e createEVM - [Jespace[IIIITIT]

e transferEVM - [Jespace[llTITT

e callEVM - [Tlespace[lIT]

e staticCallEVM - [TITlespace[lIT]

e withdrawFromMapped - [Jespace[IIITITIIITtoken
e mappedBalance - [TTTTITIT]

e mappedNonce - [[I]II]lhonce


https://wiki.conflux123.xyz/link/32#bkmrk-page-title
https://github.com/conflux-fans/java-sdk-examples/blob/main/src/main/java/sdkExamples/Examples.java#:~:text=//pos internal contract

0x0888000000000000000000000000000000000006

[T TlabillT]

// SPDX-License-Identifier: MIT
pragma solidity >=0.5. 0;

interface CrossSpaceCall {

event Call(bytes20 indexed sender, bytes20 indexed receiver, uint256 value, uint256 nonce,

bytes data);

event Create(bytes20 indexed sender, bytes20 indexed contract address, uint256 value,

uint256 nonce, bytes init);

event Withdraw(bytes20 indexed sender, address indexed receiver, uint256 value, uint256

nonce);

event Outcome(bool success);

function createEVM(bytes calldata init) external payable returns (bytes20);

function transferEVM(bytes20 to) external payable returns (bytes memory output);

function callEVM(bytes20 to, bytes calldata data) external payable returns (bytes memory
output);

function staticCallEVM(bytes20 to, bytes calldata data) external view returns (bytes

memory output);

function withdrawFromMapped(uint256 value) external;

function mappedBalance(address addr) external view returns (uint256);

function mappedNonce(address addr) external view returns (uint256);

did3FPbaceCall



https://wiki.conflux123.xyz/link/33#bkmrk-page-title
https://github.com/conflux-fans/java-sdk-examples/blob/main/src/main/java/sdkExamples/Examples.java#:~:text=// crossspace internal contract

[ITITcore space[ITITlespaceIITjava-sdk[IIIT]
public String getMappedEVMSpaceAddress() {
String hexAddr = this. getHexAddress();
hexAddr = hexAddr. substring(2, hexAddr. length());

byte[] t = Hash. sha3(Numeric. hexStringToByteArray(hexAddr));

byte[ ] mappedBuf = new byte[ 20];
[0 System. arraycopy(t, t.length - 20, mappedBuf, 0, 20);

return Keys. toChecksumAddress("0x" + BaseEncoding. basel6().encode(mappedBuf));

Day4 ParamsControl

ParamsControl

[LITIITIT

e readVote - [ITTTTITTIT]
e castVote - [TITITITI]
e readVote - [Jespace[IIIIITIIITtoken

e currentRound - [TTTIIII1]
e totalVotes - [ITITITITITIITTI

0x0888000000000000000000000000000000000006
[MITlabil1l
// SPDX-License-Identifier: MIT
pragma solidity >=0. 8. 0;
interface ParamsControl {
struct Vote {

uintl6 topic index;

uint256[ 3] votes;

/*** Query Functions ***/


https://wiki.conflux123.xyz/books/cips/page/cip-94-on-chain-dao-vote-for-chain-parameters

/**

* @dev cast vote for parameters

* @param vote round The round to vote for

* @param vote data The list of votes to cast
*/

function castVote(uint64 vote round, Vote[] calldata vote data) external;

/**

* @dev read the vote data of an account

* @param addr The address of the account to read
W/

function readVote(address addr) external view returns (Vote[] memory);

/**
* @dev Current vote round
Y

function currentRound() external view returns (uint64);

/**

* @dev read the total votes of given round
* @param vote round The vote number

*/

function totalVotes(uint64 vote round) external view returns (Vote[] memory);

event CastVote(uint64 indexed vote round, address indexed addr, uintl6 indexed
topic index, uint256[ 3] votes);

event RevokeVote(uint64 indexed vote round, address indexed addr, uintl6 indexed
topic_index, uint256[ 3] votes);

}

[T

V2T T~ TV O


https://wiki.conflux123.xyz/link/70#bkmrk-合约交互方式（附js代码）
https://wiki.conflux123.xyz/books/conflux101/chapter/d6baf#:~:text=内置合约-,内置合约,-AdminControl

DevTips

Week1l2 Contract address

9.20 Conflux [Jcreate2 [TT1T]

[TITITIC¢ create2 TMIMIITTTTIConfluXTITEFEREEE ¢ NI T I T T T T TITChex T

# [1110 Web3. py
# from web3 import Web3

from conflux web3 import Web3

# [[Ikalt[bytes32[ITTITITIITITITIII
def compute address using salt(salt: bytes, bytecode hash: bytes, deployer: HexAddress):

core part = Web3. solidityKeccak(
["bytesl", "address", "bytes32", "bytes32"],
["Oxff", deployer, salt, bytecode hash]

)

return "0x8"+ core part. hex()[-39:]

9.21 Conflux [TTTTTTTITI

Conflux create2|nonce [T create2 [MITTITIK®DtheKTTTTTTTTTTTITITTITIT]

# 11111 Web3. py
# from web3 import Web3

from conflux web3 import Web3

def compute address using nonce(nonce: int, bytecode hash: bytes, deployer: HexAddress):
core part = Web3. solidityKeccak(
["bytesl", "address", "bytes32", "bytes32"],
["0x00", deployer, nonce. to bytes(32, "little"), bytecode hash]

)
return "0x8"+ core part. hex()[-39:]

9.22 Create2Factory [T]

Conflux [TCIP-31 [ Create2Factory [J]T 0x8a3a92281df6497105513b18543fd3b60c778e40 create2 [TITIITIIITII


https://eips.ethereum.org/EIPS/eip-1014
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-31.md

[MTIConfluxSEaNTTITIT]

9.23 [IConflux[JTIOppenZeppelin[IClones, Create2[]]

OppenZeppelin Clones Create2 minimal proxy [TTITicreate2[ITITTTIITII®NIDppenZepoe TN
Create2.sol[]

4OLIIT]



https://github.com/conflux-fans/conflux-contracts
https://github.com/conflux-fans/conflux-contracts/blob/main/contracts/utils/Clones.sol
https://github.com/conflux-fans/conflux-contracts/blob/main/contracts/utils/Create2.sol
https://confluxscan.net/address/cfx:acfdzevjd15ew6jfme7vuzb94s5a276sjaxhcr9602
https://testnet.confluxscan.net/address/cfxtest:acfdzevjd15ew6jfme7vuzb94s5a276sja3pv730ww?tab=contract-viewer

DevTips

Weekl3 - 9.26
Dayl [11T1]

Conflux Core Space [TTTTTT] (CFS) MITTTTTTTTTITITTITITIIITICFS T T T T

[ IO = [III0 * 1CFX E241KBITITIIILCFX

O T I T T T

[TTITIIIIITmMintTTIERC20[T]

pragma solidity ~0. 8. 0;
contract MinimalERC20 {

mapping(address => uint256) public balances;

function mint(address account, uint256 amount) public {

balances[ account] += amount;

a[[dalance[l0[T]balca fmint(a, 10) a[[dalance[]]balances [T]] a [[I/Rky 10 [address uint256 [TTTI32[TTIIL
64*1CFX/1024=0. 0625CFX []

(T TIOTITTITT T

(LTI


https://developer.confluxnetwork.org/introduction/en/conflux_storage

Day2 Keystore

(ITITTIT keys tore TITITTTKEY 4G e MIIIIIMTAPHITTEPTTRAR

keystore[TTTTTTAIIT]

e [[]KDF [ITIIIIT Scrypt [TITITITIII1 234561111 AES-128-CTR [IIIIIIIIIIIIINS [
e [TI11IS [T AES-128-CTR [[IIIIIIIIIIIIII

e [ 2 ITITIIITIT] cyphertext ]

o [MITITITITIIIITT] cyphertext 0 S OTTTITITIT SHA3 T

keystore[TTTTITTTIIIT]

e [IIIITIIT] 123456 [I11] KDF [J Scrypt [T S’ [
e [ITIIITS = S’ [IITIITIITIIIT
e [IT11 ST AES-128-CTR ITIIITIIITIIT

[ITTkeystore [TTTTITIT]

"version": 3,
"id": "7d5d99c8- f455- 49aa- 8b89- 6¢c795a7cdd46",
"address": "7c52e508c07558c287d5a453475954f6a547ec4l",
"crypto": {
"kdf": "scrypt",
"kdfparams": {
"dklen": 32,
"salt": "a4f9677eaf6f72394da51e16695899ad3e9b4f2228ad4ecabef2a5c36093fel2",

"n": 262144,
"r": 8,
"p": 1
b
"cipher": "aes-128-ctr",

"ciphertext": "d89df5ef74f51ae485308e6dce8991dd80674e111f8073f9%efa52ch2ddbeca3f",
"cipherparams": {
"iv": "6b064c5b09al54d9877d3a07e610a567"
b
"mac": "30949eb085ce342a6a488fd51fa5e3231e45f7515efal0cl9ea®d46270c73f06"



[T1JSON [1T] keystore [T App I 123456 [ITTTIIITITI1] keystore 111

0 keystore [TITTTTITIITITIT
il 1l
id 110 uuid 1111
address [ keystore [TTT11T]
crypto I
kdf [TKey Derivation Function[TTTTTTTT] [TTTT1TIScrypt [1J
kdfparams Scrypt [T
cypher MITTITITITITIITAES-128-CTR 1]
cyphertext 11111
cypherparams AES-128-CTR [ITIIIIIIIIT
mac cyphertext[ITTTTTTTTTTTkeystore[IT1T]

[@b-conflux-sdkf$-conflux-sdkfava-conflux-sdk [ITTITITITkeystoredTITIsdkITTIT]

(L1111

1. https://ethbook.abyteahead.com/ch2/keystore.html

Day3 Conflux[TTTITIT]

I TIPappdConflux [T

hardhat-conflux

Conflux-Truffle

Conflux ChainlIDE

e Conflux studio

e Conflux Studio Web

Day4 [111]


https://docs.confluxnetwork.org/go-conflux-sdk/transactions/account_manager
https://github.com/Conflux-Chain/js-conflux-sdk/blob/9adcf65c77697d88b5e52a2bb60e44eb6de77f3d/docs/api/wallet/Wallet.md#Wallet+addKeystore
https://github.com/Conflux-Chain/java-conflux-sdk/blob/ad0aba64ec2d15891cf7f6f230e303f4127252c6/docs/account-management.md#account-management
https://github.com/conflux-chain/hardhat-conflux
https://github.com/Conflux-Chain/conflux-truffle
https://chainide.com/s/createTempProject/conflux
https://github.com/ObsidianLabs/ConfluxStudio/blob/master/README-EN.md
https://conflux.ide.black/
https://developer.confluxnetwork.org/sdks-and-tools/en/conflux_tools/

Solidity T Himmutable T

o [IITTTITITIITITTIITITIIT]
o MMM MU T T T T T9as T

CLLLLLL T LRI DRI I EEE I T IELT

BRI FEk i bkl

2 = TR S g - TN
HRE fRESY e dologate=D B

Caller Proxy Implementation

RESRMIENIEES

[lProxy[IT]delegate

o MM T T I
o JoasTTHTT T T T T T T

Day5 [TTTITITFEIP1167

[PpEmZEpPplin [ clond]T]
(LT

1. https://eips.ethereum.org/EIPS/eip-1167
2. https://mirror.xyz/xyyme.eth/mmUAYWFLfcHGCEFg8903SweY3SI-xIACZNDXO)3twz8


https://wiki.conflux123.xyz/uploads/images/gallery/2022-10/image-1665139749679.png
https://mirror.xyz/ninjak.eth/v4ov2J0xjtMnVflsLpbbh7S55fiyPljttbDh3Xhiqis
https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/proxy/Clones.sol

DevTips

Week14-[TTTITIT

Dayl -

o [TTTITIITITEC 16G[I] [IIIIIIfullnode 700G archivenode 1.5T)
o Linux TTITIIIIIIIIII
o [T T T T T 100-500G[]

Day?2 -
[LTTT1IT]

[ Catch-up mode [TTTITITTITIIIT] catch-up mode []false[TTTTTITITT]

cfxcore::syn - Catch-up mode: false, latest epoch: 56218274 missing bodies: 0

[ITTIT]

[(ITITITIT Catch-up mode [IT] latest epoch OTTTTTTTTITTTITITITITIIIIT]

[Statistics: StatisticsInner [inserted block count [ inserted header count [inserted block count []

activated block count [processed block count [TTTTTITITITITITITITIITI

2022-10-11T22: 00: 32. 918557596+08: 00 INFO IO Worker #1 cfxcore::sta - Statistics:
StatisticsInner { sync graph: SyncGraphStatistics { inserted block count: 198117,
inserted header count: 371367 }, consensus graph: ConsensusGraphStatistics {

inserted block count: 136125, activated block count: 371361, processed block count: 371366 } }

O T T I T I T I T T LT

Day3 -

ARNRNRNRNRNRNENED

1. M T
2. [T




3. IMTITITITIIIIIIIIIT] bootnode[TTTT] peer OITITITIIIIT]

4. IO O
5. T T T T O OO T  Tpow [Tpos [I111

Day4 -

Err value: PKCS#8 cryptographic error
[ITITITITT pos_key [TTTTT] (111 pos_key [T1T]

failed to start full client: Os { code: 6, kind: Uncategorized,
message: "No such device or address" }

[(ITTIITIT] Docker[J] daemon [T dev pos private key encryption password [T1“[TTTTT TTITTIITIITIITT

Day5 - pos_key

(TTITITIITT ptpos _config/pos key [ pos db/secure storage. json [TTTTTTTITITTITTIIT]




DevTips

Weekl1l5 -10.17

java-sdkITTTTTTTT T T

public static void pubsub() throws ConnectException {

WebSocketService wsService = new WebSocketService("wss: //test. confluxrpc. com/ws",

false);
wsService. connect();
Cfx cfx = Cfx. create(wsService);
// add the filter
BigInteger cur = cfx. getEpochNumber().sendAndGet();
// construct the filter parameter
LogFilter filter = new LogFilter();
// filter details
// filter. setFromEpoch(Epoch. numberOf(cur));
// filter. setToEpoch(Epoch. numberOf( cur. add(new BigInteger("20"))));
// // To filter address
// List<Address> toFilter Address = new ArraylList<Address>();
// toFilter Address. add( new
Address("cfxtest: aajb342mw5Skzad6pjjkdzOwxx0tr54nfwpbubyaj49"));
// filter. setAddress(toFilterAddress);
// subscribe epoch events
// Flowable<EpochNotification> eventsl = cfx. subscribeEpochs();
// Disposable disposablel = eventsl. subscribe(event -> {
// // You can get the detail through getters
// System. out. println( event. getParams(). getResult(). getEpochNumber());
// System. out. println("epoch");
// B
//

// disposablel. dispose();



// subscribe newheads events
cfx. subscribeNewHeads(). subscribe( event -> {

// You can get the detail through getters

System. out. println( event. getParams(). getResult(). getEpochNumber());
}, error -> {

error. printStackTrace();

1

// subscribe log events

// cfx. subscribelLogs( filter). subscribe(event -> {
// // You can get the detail through getters
// System. out. println(event. getParams(). getResult(). getLogIndex());
// }, error -> {
// error. printStackTrace();
// 3
}

[(ITIconflux-java sdk[Tiweb3jJbatch request[JTITBatch RPCIITtipITITIIT]

public static void test() throws Exception{
Cfx t = Cfx. create("https: //test. confluxrpc. com");
Web3j client = Web3j.build(new HttpService("https: //test. confluxrpc. com"));
Account acc = Account. create(t, "fjkaldsdjfasxjvzlkxjczxlkjfas"); //replace with your
private key or to export the account from the keystore.
Account. Option option = new Account. Option();
RawTransaction tx = option. buildTx(t, new
Address("cfxtest: aajb342mw5Skzad6pjjkdzOwxx0tr54nfwpbubyaj49"), acc. getPoolNonce(), new
Address("cfxtest: aar9upOwsbgtw/f0g5tycdhbwb2wa5wf7emmk94znd"), null);
RawTransaction tx1l = option. buildTx(t, new
Address("cfxtest: aajb342mwskzad6bpjjkdzOwxx0tr54nfwpbubyaj49"),
acc. getPoolNonce( ). add(BigInteger. ONE), new
Address(" cfxtest: aar9upOwsbgtw7f0g5tycdhbwb2wa5wf7emmk94znd"), null);
RawTransaction tx2 = option. buildTx(t, new
Address("cfxtest: aajb342mwskzad6bpjjkdzOwxx0tr54nfwpbubyaj49"),
acc. getPoolNonce( ). add(BigInteger. TW0), new
Address("cfxtest: aar9upOwsbgtw7f0g5tycdhbwb2wa5wf7emmk94znd"), null);



RawTransaction tx3 = option. buildTx(t, new
Address("cfxtest: aajb342mw5Skzad6pj jkdzOwxx0tr54nfwpbubyaj49"),
acc. getPoolNonce(). add(BigInteger. valueOf(3)), new
Address("cfxtest: aar9upOwsbgtw7f0g5tycdhbwb2wa5wf7emmk94znd"), null);

tx. setValue(BigInteger. valueOf(100));
String signedTx = acc.sign( tx);

String signedTxl = acc.sign(txl);

String signedTx2 acc. sign(tx2);

String signedTx3 acc. sign( tx3);
BatchResponse resp = client. newBatch()
. add( t. sendRawTransaction(signedTx))
. add( t. sendRawTransaction(signedTx1))
. add( t. sendRawTransaction(signedTx2))
. add( t. sendRawTransaction(signedTx3))

.send();

System. out. println(resp. getResponses(). get(0). getResult());

[LITTIT]

[Tweb3j[client -> [TTTTITrawtransaction -> [TTTT11]-> [IIIIITweb3jclientoatchIT]-> 111

O T T (T T T Tava-sd kT Tinonce TTTTTTTTTITTITTTTTITTT

IO I Iweb3jclient -> [TITTTrawtransaction -> [TTT111]-> [IIIIITweb3jclient[Jbatch

[IITTITTERC20T]

public static void batchTx() throws Exception {
String addr = "cfxtest: acffj2hwbrwbsxuk56jne9913xvmwj5g4u7syhbfr2";
Cfx cfx = Cfx. create("https: //test. confluxrpc. com");
Web3j client = Web3j. build(new HttpService("https: //test. confluxrpc. com"));
Account acc = Account. create(cfx, "fjkaldsdjfasxjvzlkxjczxlkjfas"); //replace with
your own private key

BigInteger amount = BigInteger. valueOf(100);



String data = call(new Address(addr), "transfer", new
Address("cfxtest: aar9upOwsbgtw7f0g5tycdhbwb2wa5wf7emmk94znd"). getABIAddress(), new
Uint256( amount));

Account. Option option = new Account. Option();
RawTransaction tx = option. buildTx(cfx, new
Address("cfxtest: aajb342mw5Skzad6pjjkdzOwxx0tr54nfwpbubyaj49"), acc. getPoolNonce(), new
Address(addr), data);
RawTransaction tx1 = option. buildTx(cfx, new
Address("cfxtest: aajb342mws5kzad6bpjjkdzOwxx0tr54nfwpbubyaj49"),
acc. getPoolNonce(). add(BigInteger. ONE), new Address(addr), data);
RawTransaction tx2 = option. buildTx(cfx, new
Address("cfxtest: aajb342mws5kzad6pjjkdzOwxx0tr54nfwpbubyaj49"),
acc. getPoolNonce(). add(BigInteger. TW0), new Address(addr), data);

String signedTx = acc.sign(tx);
String signedTx1l = acc.sign(txl);

String signedTx2 = acc.sign(tx2);

BatchResponse resp = client. newBatch()
. add( cfx. sendRawTransaction(signedTx))
. add( cfx. sendRawTransaction(signedTxl))
. add( cfx. sendRawTransaction(signedTx2))

.send();

System. out. println(resp. getResponses(). get(0). getResult());

public static String call(String method, Type<?>... inputs) throws Exception {

Function function = new Function(method, Arrays.asList(inputs),

Collections. emptyList());

String data = FunctionEncoder. encode( function);

return data ;



&

[TTTITTITIIIII T T T TeallITIreque becodeUtil. decode

GAAMIIIIT T Trawdata[ITIT1T]

(L1111

public static void queryInfo() throws Exception{
Cfx t = Cfx.create("https: //test. confluxrpc. com");
Web3j client = Web3j. build(new HttpService("https: //test. confluxrpc. com"));

BatchResponse resp = client. newBatch()
. add( t. getBestBlockHash())
. add( t. getBalance(new
Address("cfxtest: aajb342mws5kzad6pjjkdzOwxx0tr54nfwpbubyaj49")))
. add( t. getEpochNumber())

.send();

System. out. println(Numeric. decodeQuantity(resp. getResponses(). get(2).getResult(). toString()));
System. out. println(resp. getResponses(). get(0). getResult(). toString());

System. out. println(Numeric. decodeQuantity(resp. getResponses().get(1l). getResult(). toString()));
}

// [ERC20[1]
public static void batchQueryContract() throws Exception {
String addr = "cfxtest: acffj2hwbrwbsxuk56jne9913xvmwj5g4u7syhbfr2";
Cfx cfx = Cfx. create("https: //test. confluxrpc. com");
Web3j client = Web3j.build(new HttpService("https: //test. confluxrpc. com"));

ContractCall call = new ContractCall(cfx, new Address(addr));

ContractCall calll

new ContractCall(cfx, new Address(addr));

ContractCall call2 = new ContractCall(cfx, new Address(addr));

ContractCall call3 new ContractCall(cfx, new Address(addr));

BatchResponse resp client. newBatch()
. add( call. call("name"))

.add( calll. call("symbol"))
.add(call2. call("totalSupply"))



. add( call3. call("decimals"))
.send();
String name = DecodeUtil. decode(resp. getResponses(). get(0). getResult(). toString(),
Utf8String. class);
String symbol = DecodeUtil. decode(resp. getResponses().get(1l). getResult(). toString(),
Utf8String. class);
BigInteger decimals =
DecodeUtil. decode(resp. getResponses(). get(3). getResult(). toString(), Uint8. class);
BigInteger totalSupply =
DecodeUtil. decode(resp. getResponses(). get(2). getResult(). toString(), Uint256. class);

System. out. println(name);
System. out. println(symbol);
System. out. println(decimals);
System. out. println( totalSupply);
}

ERC4907
1]

ERC49070ERC7 21JTITTITTTITERC 21 TTTTITTTTITTTITITITONFTIIITITTTIT]

TN F T T T T TERCA9O 7 (T TITTT I TTTTITTTTTITITY
[T TIERCASO 7 (I T T T TTTTITTT]

(LTI

ERC4907[TTIITTTITIT]

User owner [TTT owner [TTINFHRO4®D] owner user [MITTITTTITTIITIITIITT]

[LTITITIT]
[TERC49(user [TTINexpir eI TTTTTTITTTTITTIITIII]]

[L1T]



1. A[JTITIITITA TTNFT
2. A [ITTINFT [OTITTTITIT
3. B [T ITITIITITTTNFT OA [ITTTTITONFT BT
4. [TITITTA [IITITITNFT

[L1T]

interface IERC4907 {

// Logged when the user of an NFT is changed or expires is changed
/// @notice Emitted when the “user’ of an NFT or the “expires’ of the “user® is changed
/// The zero address for user indicates that there is no user address

event UpdateUser(uint256 indexed tokenId, address indexed user, uint64 expires);

/// @notice set the user and expires of an NFT

/// @dev The zero address indicates there is no user

/// Throws if " tokenId  is not valid NFT

/// @param user The new user of the NFT

/// @param expires UNIX timestamp, The new user could use the NFT before expires

function setUser(uint256 tokenId, address user, uint64 expires) external;

/// @notice Get the user address of an NFT

/// @dev The zero address indicates that there is no user or the user is expired
/// @param tokenId The NFT to get the user address for

/// @eturn The user address for this NFT

function userO0f(uint256 tokenId) external view returns(address);

/// @notice Get the user expires of an NFT

/// @dev The zero value indicates that there is no user
/// @param tokenId The NFT to get the user expires for
/// @eturn The user expires for this NFT

function userExpires(uint256 tokenId) external view returns(uint256);

The userOf(uint256 tokenld) function MAY be implemented as pure or view.
The userExpires(uint256 tokenld) function MAY be implemented as pure or view.

The setUser(uint256 tokenld, address user, uinté4 expires) function MAY be implemented as public
or external.



The UpdateUser event MUST be emitted when a user address is changed or the user expires is
changed.

The supportsinterface method MUST return true when called with Oxad092b5c.

(1]

EIP-4907[1]


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-4907.md#:~:text=Reference Implementation

DevTips

Weekl6: 10.24 - 10.28
python-sdk

[TITI1] python-conflu python- conflux-sdk [ web3. py [TITITITTITIAPI[IT]3.8 <= python version <= 3.10 []

10

python -m venv venv
source . /venv/bin/activate

pip install conflux- web3

10.24 python-conflux-sdk: Base32Address

[TITEREE P PAd P2 ss

Conflux [IT] Base32 [TITITIIT]Base32Address IKIIMAY M str M==0 eq

>>> from cfx address import Base32Address
>>> address = Base32Address("0xlecde7223747601823f7535d7968ba98b4881e09", network id=1)
' cfxtest: aatp533cg7d0agbd87kz48njlmpnkca8belrz695j4
>>> address = Base32Address(address, network id=1029, verbose=True)
>>> address
' CFX: TYPE. USER: AATP533CG7DOAGBD87KZ48NJ1MPNKCA8BE7GGP3VPU'
>>> isinstance(address , str)
True
>>> address == 'cfxtest: aatp533cg7d0aghbd87kz48njlmpnkca8belrz695j4
True
>>> [
address. address_type,
address. network id,
address. hex_address,
address. verbose address,
address. abbr,
address. mapped evm space address,

address. eth _checksum_address,


https://conflux-fans.github.io/cfx-address/cfx_address.html#module-cfx_address

['user', 1, '0xlecde7223747601823f7535d7968ba98b4881e09',
" CFXTEST: TYPE. USER: AATP533CG7DOAGBD87KZ48NJ1MPNKCASBE1RZ69534' , ' cfxtest: aat...95j4',
' 0x349f086998cF4a0C5a00b853a0E93239D81A97f6' , ' OX1ECAE7223747601823f7535d7968Ba98b4881E0Q9' ]

[ python-conflux-sdk(conflux-web3) Base32Address |[TTTTITITITITI]str 7Base32Address {TITITIIIT]

>>> from conflux web3 import Web3

>>> w3 = Web3(Web3. HTTPProvider("https: //test. confluxrpc. com"))

>>> miner = w3.cfx. get block by epoch number("latest mined")["miner"]
>>> miner. address type

"user'

10.25 python-conflux-sdk: wallet

web3. py construct sign and send raw middleware send transaction [TTTTITITIIIT]

# ~web3. py’ [IIIIIT] construct sign and send raw middleware’ [IT10]
from web3 import Web3, EthereumTesterProvider
w3 = Web3(EthereumTesterProvider)
from web3. middleware import construct sign and send raw middleware
from eth account import Account
acct = Account. create(' random string')
w3. middleware onion. add(construct sign and send raw middleware(acct))
w3. eth. default account = acct. address
legacy transaction = {
'to': Account. create('another random string'),
"value': 22,
"gasPrice': 123456, # optional - if not provided, gas price strategy (if exists) or
eth gasPrice is used
}

w3. eth. send transaction(legacy transaction)

python-conflux-sdk [ conflux web3. middleware construct sign and send raw middleware ) TTTITTTIIITIIT

from conflux web3 import Web3
from cfx account import LocalAccount
w3 = Web3(Web3. HTTPProvider("https: //test. confluxrpc. com"))

acct: LocalAccount = w3. account. create("random string")

w3. cfx. default account = acct

# default account [IIT] LocalAccount [TTTITIT]



# w3. wallet. add account(acct)

# w3. cfx. default _account = acct. address

# [T from T
# [0 from [IIIIIT] w3. cfx. default account [IIT0] from [T]

transaction = {
"to': w3.address. zero _address(network id=1),
"value': 22,
'gasPrice': 10%**9,

}

w3. cfx. send transaction(transaction). executed()

# wallet [IIIIII] account

assert acct. address in w3. wallet

acct = w3.account. from key("FILL YOUR SECRET KEY HERE")
w3. wallet. add account(acct )

assert (acct.address in w3.wallet) and (acct in w3. wallet)

transaction = {
'to': w3.address. zero address(network id=1),
"value': 22,
‘gasPrice': 10%**9,
[0 from': acct .address
}

w3. cfx. send transaction(transaction). executed()

10.26 python-conflux-sdk: [TTTT11]

[ web3. py [wait for transaction receipt [TTITITIITITIConflux OTITTITHTITIITITIT

1. pending[TTITITTTIIITITIIIId

2. mined[TTITIIITIITIT]

3. executed[IITIIITIIIT5 Oepoch ITIIIIT

4. confirmed[TTT] PoW OTTITIITIIITIITIITIIIT] revert

5. finalized[TT1] PoS [TIITIITIITIIIIIIT] revert [TITTT5-100TIITT

python-conflux-sdk [JTT]]wait till transaction mined , wait till transaction executed ,

wait till transaction executed , wait till transaction confirmed , wait till transaction finalized

API T Tsd KT APIO

from conflux web3 import Web3

w3 = Web3(Web3. HTTPProvider("https: //test. confluxrpc. com"))



acct = w3. account. create("random string")

w3. cfx. default account = acct

transaction = {
'to': w3.address. zero address(network id=1l),
"value': 22,
'gasPrice': 10%**9,

}

tx _hash = w3. cfx. send transaction(transaction)

tx hash. mined()
tx _hash. executed()
tx _hash. confirmed()

tx_hash. finalized()

10.27 python-conflux-sdk: [T] contract [T]name [I]

python-conflux-sdk name | abi [ bytecode [ address [TITTTTIT]

from conflux web3 import Web3
w3 = Web3(Web3. HTTPProvider("https: //test. confluxrpc. com"))
acct = w3. account. create()

w3. default account = acct

# [ MIIIIIIIITCF X
faucet = w3. cfx. contract(name="Faucet")
assert faucet. address == "cfxtest: acejjfa80vj06j2jgtz9pngkv423fhkuxj786kjre6l"

faucet. functions. claimCfx(). transact(). executed()

# [TERC20[T]

erc20 factory = w3. cfx. contract(name="ERC20")

contract address = (erc20 factory. constructor(name="Coin", symbol="C", initialSupply=10**18)
. transact()

. executed()["contractCreated"])

# [ITITERC20[TTT]
erc20 _instance = erc20 factory(contract address)
erc20 instance. functions. transfer(w3. cfx. address. zero_address(network id=1),

100). transact(). executed()



DevTips

Week 17 - 10.31 [TIIIIT

Dayl - EIP1967

QT TdelegatcalTTTITTTTTTTTITTTT]

O I

EIP-196 7 T T T T T O T A T T

=> [T
bytes32(uint256( keccak256("eipl967. proxy. implementation") - 1))
(I

event Upgraded(address indexed implementation);

=> beacon[]]
bytes32(uint256( keccak256("eipl967. proxy. beacon") - 1))
(LITITITITIT]

event BeaconUpgraded(address indexed beacon);

=> admin []]
bytes32(uint256( keccak256("eipl1967. proxy. admin") - 1))
(I

event AdminChanged(address indexed previousAdmin, address newAdmin);

(ITTThash[slot T IslotTTTT]

EIP1967[1TT] https://eips.ethereum.org/EIPS/eip-1967

Day2 - ERC196/Proxy

ERC1967Proxy [JEIP1967 [Jopenzepplin[ITITIIIIIT EICpe6Z O ERCINE® VAT TTTTTITTTITTTII

FUNCTIONS


https://docs.openzeppelin.com/contracts/4.x/api/proxy#erc1967

constructor( logic, data)

_implementation()

ERC1967UPGRADE

_getImplementation()

_upgradeTo(newImplementation)

_upgradeToAndCall(newImplementation, data, forceCall)

_upgradeToAndCallUUPS(newImplementation, data, forceCall)

_getAdmin()

_changeAdmin( newAdmin)

_getBeacon()

_upgradeBeaconToAndCall( newBeacon, data, forceCall)

PROXY

_delegate(implementation)

_fallback()

fallback()

receive()

_beforeFallback()

EVENTS

ERC1967UPGRADE

Upgraded( implementation)

AdminChanged( previousAdmin, newAdmin)



BeaconUpgraded( beacon)

Day3 - Transparent Proxy

[TTIOPENRze IR 1]

Transparent Proxy TTTTTTTTITTTTITITTIITITIITEIP196 7 ProxyITITTTIIIT]

1. MM T T
2. MMM T T admin cannot fallback to proxy t

O T T I T T T T T T T

ARy Admin[TTTTTTITTTTT]

[I1T] https://docs.openzeppelin.com/contracts/4.x/api/proxy#transparent_proxy

Day4 - UUPS Proxy

[TupgradeTo(address newImpl) I I AT TITTITTTT]

T T T I TBoxX 1]

contract Box {

uint256 private value;

function store(uint256 value) public { /*..*/ }

function retrieve() public view returns (uint256) { /*..*/ }

contract BoxProxy {

function delegate(address implementation) internal virtual { /*..*/ }

function getImplementationAddress() public view returns (address) { /*..*/ }


https://medium.com/nomic-labs-blog/malicious-backdoors-in-ethereum-proxies-62629adf3357
https://blog.openzeppelin.com/the-transparent-proxy-pattern
https://docs.openzeppelin.com/contracts/4.x/api/proxy#ProxyAdmin

fallback() external { /*..*/ }

// Upgrade logic in Proxy contract
upgradeTo( address newImpl) external {
// Changes stored address of implementation of contract

// at its slot in storage

UUPS Proxy

UUPSITITEIPI822[TITTITITTTVUPSITTTITITTIITITTITTTTITTTT T ransparent TTTTTTITTTTIITITTTIPro

T T T T TV UPSOTITITIOpenZeppelinfUUPSUpgradea

contract Box is UUPSUpgradeable {

uint256 private value;

function store(uint256 value) public { /*..*/ }

function retrieve() public view returns (uint256) { /*..*/ }

// Upgrade logic in Implementation contract

upgradeTo(address newImpl) external {

// Changes stored address of implementation of contract

// at its slot in storage

contract BoxProxy {

function delegate(address implementation) internal virtual { /*..*/ }

function getImplementationAddress() public view returns (address) { /*..*/ }

fallback() external { /*..*/ }

[MTTTUUPSOTTT T T T T T I T VU PS T T T T T T T T T T T T




(L1111

1. https://learnblockchain.cn/article/4257
2. https://docs.openzeppelin.com/contracts/4.x/api/proxy#UUPSUpgradeable

Day5 - Beacon []

(ITROITITBeaconITImplementationITTTITIProxyITITITTTBeaconIITProxyITITITBeacon[IITIT]

OTIIIIIIIProxXy I TProxyIIIIIImplementation[ITIIITIT[BeaconIImplementation[T

[TTTTITTTTITTTProxy IITTTITTTTTBeaconITTBeacon[TTITImplementation[TTITT]

1. getimpl

[TTTIITIIIIIimplementation[TITITBeaconIITITITIIITBeaconITimplementation[JTTTTIProxy[1IT]

(L1111

1. https://docs.openzeppelin.com/contracts/4.x/api/proxy#beacon
2. https://mirror.xyz/rbtree.eth/qDSQvenBZ_TWqZLUTIxiXVIhKQzPygRyv88EMFWx]ro


https://wiki.conflux123.xyz/uploads/images/gallery/2022-11/image-1667299444449.png

DevTips

Week18-Conflux [TT1T]

Dayl Shuttleflow

Shuttleflow [] Conflux [TTITITITITIT] Conflux Core [TITITIT] EVM [IITIEETH[BSC, Bitcoin, Huobi Heco[TTT

OO T T

Day2 ConfluxHub Space Bridge

Space Bridge [] Conflux [T] Space [I] Space bridge, [T11] CFX [I11] ERC20 [TITIIIIT] Bridge 1] Core [1T](

Day3 ConfluxHub BSC-eSpace Bridge

(111 Bridge [TIT] CFX [ BSC [JeSpace [I111J

Day4 multichain
Day5 celer bridge

Dayb meson

meson [TTTTTITTTTTITIT] Core[feSpace [TTTTITIT]


https://shuttleflow.io/
https://confluxhub.io/espace-bridge/cross-space
https://confluxhub.io/espace-bridge/bsc-espace-cfx
https://app.multichain.org/#/router
https://cbridge.celer.network/
https://meson.fi/zh

DevTips

Weekl19-11.14

Dayl Java-Solidity-

[L1T]

The basic types in solidity such as the uint256 , bytes , byte32[]

Solidity Type

uintxxx

address

bool

string

bytesxx

bytes

Static Array (address[2])

Dynamic Array (address[])

(111

(LTI

struct Foo {

web3j.abi type

Uintxxx

Address

Bool

Utf8String

Bytesxx

DynamicBytes

StaticArray2

DynamicArray

Address[] addresses;

conflux-Java-sdk Type

Biginteger

Address(cfx:xxxx)

Boolean

String

byte[]

byte[]

can be shown in the following.

Example

new Uint256(new
Biginteger("111"))

new
org.web3j.abi.Address(new
Address("xxxxx"))

new Bool(true)
new Utf8String("heyman")

new
Bytes32("111".getBytes())

new
DynamicBytes("111".getByt
es())

new
StaticArray2<>(org.web3j.
abi.datatypes.Address.class
, XXX)

new
DynamicArray<>(org.web3j
.abi.datatypes.Address.clas
S, XXX)



public static class BasicAddressesStruct extends DynamicStruct {

public List<org. web3j. abi. datatypes. Address> addr;

public BasicAddressesStruct(List<org. web3j. abi. datatypes. Address> addr) {
super(new
org. web3j. abi. datatypes. DynamicArray<org. web3j. abi. datatypes. Address>(addr));
this. addr = addr;

public BasicAddressesStruct(DynamicArray<org. web3j. abi. datatypes. Address> addr) {
super(addr);

this. addr = addr. getValue();

bytes[] [I string [IIIITITITIDYnamicStruct[TTTTTTTIStaticStruct

(LTITIT]

Day2 Decode

[T Thexstring[ [(TTITTTTTIITTTThexstring[TTTTIT]

[T

contractCall. callAndGet(Utf8String. class, "text", node, key)

[ITTIT]

[java-sdk[jposRegist getVotes [TIT]

[(IITTupleDecoder{Thexstring[Tldecode
BigInteger[] res = new BigInteger|[ 2];

String rawData = this. call("getVotes", new
Bytes32(Numeric. hexStringToByteArray(identifier))). sendAndGet();

rawData = Numeric. cleanHexPrefix(rawData);

TupleDecoder decoder = new TupleDecoder(rawData);

res[ 0] = decoder. nextUint256();


https://blog.web3labs.com/web3development/abiv2-comes-to-web3j

res[1] = decoder. nextUint256();

decoder[ITladdress[bytes[TTIAE

[IITweb3jFunctionReturnDecoder[Jldecode

String rawData = this. call("getVotes", new
Bytes32(Numeric. hexStringToByteArray(identifier))). sendAndGet();

[List outputParameters = new ArraylList<TypeReference<Type>>();
[(butputParameters. add(new TypeReference<Uint256>() {});

[(butputParameters. add(new TypeReference<Uint256>() {});

[List<Type> list = FunctionReturnDecoder. decode(rawData, outputParameters);

Day3 [JT]ldecode

struct price{
Uint256 base

Uint256 premium

public static class Price extends StaticStruct {
public BigInteger base;

public BigInteger premium;

public Price(Uint256 base, Uint256 premium) {
super(base, premium);
this. base = base. getValue();

this. premium = premium. getValue();

I TericeITTTTITTVint2 56 [TITTTTTITITTITTITStaticStruct TITTTTTIITITIIITIDYnamicStruct


https://github.com/Conflux-Chain/java-conflux-sdk/blob/master/src/main/java/conflux/web3j/contract/abi/TupleDecoder.java

static void decodeStruct() {

String structData =
"Ox0000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000
0000000000000000000000000000000000060000000000000000000000000000000000000000000000000000000000
00000020000000000000000000000008Ff03f1a3f10c05e7cccf75c1fd10168e06659be700000000000000000000000
0000000000000000000000000000000000000000568656c6c6TOOOOOOOOOOOOOOOOEOOOEOEOOOOOOOOOOOOOOOOBOO
00000000000";

TypeReference ts = new TypeReference<Price>() {};

List<Type> list = DefaultFunctionReturnDecoder. decode(structData, Arrays.asList(ts));

System. out. println(((Price) list. get(0)). base);

Day4

Web3jDynamicArray StaticArray [TTTTTTITTITITIIT

//struct BasicAddresses{
//[Rddress[] addr;
//}

String hash = account. call(opt, contract address, "write", basicAddresses);

MethodSignature [[TTTTTsignature[ITTITImethodid[ITTITIITlencode[ITrawdata[lT]

I IOTTNE A e el AN o i ¢l e wdata(]

I Tweb3jDefaultFunctionEncoder.java[TlencodeFunction[]

@verride
public String encodeFunction(final Function function, String signature) {
String methodId = buildMethodId(signature);
final StringBuilder result = new StringBuilder(methodId);

return encodeParameters(parameters, result);

}
[// methodSignature[TTTTTTITK [T) [TTTTTTTTTTTTTTTK xxx) [TTwr iteBasicAddressesStruct((address[]))

public static String buildMethodId(final String methodSignature) {
final byte[] input = methodSignature. getBytes();
final byte[] hash = Hash. sha3(input);


https://github.com/web3j/web3j/blob/master/abi/src/main/java/org/web3j/abi/DefaultFunctionEncoder.java#:~:text=public String encodeFunction(final Function function) {

return Numeric. toHexString(hash). substring(0, 10);

(TOFunction[TTTTTIITIIT]

Function f = new Function(
"writeBasicAddressesStruct",
Arrays. asList(struct),

Collections. emptyList()
);

Drawdata[TT T

String hash = acc. callWithData(new Address(addr), t);

Day5 web3j

[([web3j[TITITIITweb3j[Ticc java. lang. UnsupportedOperationException: Array types must be wrapped
in a TypeReference [I]]

AP [AdiENub.com/web3j/web3j/issues/1726

T Tweb3j[ITloug



https://github.com/web3j/web3j/issues/1726
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(BT ZMIMHPWaIET T TTTITHierarchical DBt af Qe T T T T TIT T T T T TTIIIT]
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coin_type coin type [OIIIIIIITI600CoNfluxIIIIT1503[]
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11.29 HD Wallet

HDOTTTTITITTIT T THDOTMaster Seed T OTITITIITfluent, mete



https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki
https://github.com/satoshilabs/slips/blob/master/slip-0044.md
https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki
https://wiki.conflux123.xyz/uploads/images/gallery/2022-11/derivation.png

HIFEER [(TTITTTHDOTIM & $Terbeg P IS N o e gyIderivation funciton 2T

DK = PBKDF2(PRF, Password, Salt, c, dkLen)

[ITTSOTTBIP39MTIITIT]

e PRF [TTITIIIIIIITBIP-39[THMAC-SHA512[]

e Password [TTTITTTTITTITIPBKDF2ITTITIITITBIP-39ITTITITTMaster SeedITITTTutf-8[ITTTTT]
e Salt [JTITITmnemonic 123456 |mnemonic JH mnemonic123456 []

e c [IITIIIBIP-39[T]1T112048.

e dkLen [TTITITIITBIP-39(I1111512[]

T TIIIIIITIIITHD WalletMaster Seed[TTTHD[ITMaster SeedTTTTTIITTIIIIII

11.30

BIP-39TTTTTITITITITI

o MITITTITIITIITTR2048ITTTITITIIT
o T T T 201 T

nurse silk fiber machine jelly reduce coffee language fox forum cause team

(ITTTTT1204 nurse [1212 1601011110606 MM 2OTTTI1TI(12*11=)132bit (JTTTTTTTI1 3211111 28I TTITITIIT]

HINRRRNNNNNRNNNN

1. ENT bit[JTITIEI128<=ENT<=256 [TTTIIT os. urandom [[pMthon[]
2. [ITTTTITEENT 2bB& ENT/32 | ENT=128 [TTH[T]

3. [T 3/32*ENT I

12.1 Keystore

Keystore [TTTTTTTTTTITITITIITITIKeystore T T T T T T T AT T AT T T

"version": 3,

"id": "db029583- flbd-41lcc- aeb5-b2ed5b33227b",

"address": "1lcadObl9bb29d4674531d6f115237el6afce377c",

"crypto": {
"ciphertext": "3198706577b0880234ecbb5233012a8ca0495bf2cfa2e45121b4f09434187aba",
"cipherparams": {"iv": "a9alf9565fd9831e669e8a9a0ec68818"},


https://github.com/bitcoin/bips/blob/master/bip-0039.mediawiki
https://en.wikipedia.org/wiki/PBKDF2
https://github.com/bitcoin/bips/blob/master/bip-0039.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt
https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt

"cipher": "aes-128-ctr",
"kdf": "scrypt",
"kdfparams": {
"dklen": 32,
"salt": "3ce2d51bed702f2f31545be66fa73d1467d24686059776430df9508407b74231",

"n": 8192,
"ri: 8,
"pr: 1,
b
"mac": "cf73832f328f3d5d1le0ec7b0fIc220facf9I51e8bbag6cIf26e706d2df1e34890" ,
2
}
ciphertext cipher [cipherparams kdf [kdfparams [TTTTTTITIITITITITITITITITITKeystore[TTTTTITTITITITITI]

[MTTISDKITTKeys=t o TTTTKEY ST eI T

12.2

[(IIT random [TTTIAY1 random. random &N java. util. random WY iFEHHAITTE

[TTTTTISDKIIIIT /dev/urandom | /dev/random [TTTTTTTTTTTTTTTIC DI TS DKOTTT

extra key bytes = text if str(to_bytes, extra entropy)
key bytes = keccak(os.urandom(32) + extra key bytes)

[T111 /dev/urandom [[TJurandom[JJU[T]]'t /dev/random| /dev/urandom /dev/urandom /dev/random [[TTTTITIIII
/dev/urandom /dev/random [TIITTTTTTITTTITIITTTTTITTTTTTT]

with open("/dev/random", 'rb') as f:

print(f.read(32).hex())



https://docs.confluxnetwork.org/js-conflux-sdk/docs/account#import-keystore-file
https://www.coindesk.com/business/2022/09/20/crypto-market-maker-wintermute-hacked-for-160m-says-ceo/

Gas []]

Conflux [ITITTTTFlue gasFee( Tk gas [T gasPrice IMIIITTTITITIIITIIITIIT 9as [ 9asPrice[ITTIIITIIIIT]

L4 Sign Transaction
. < Gas controller
© Send Token Gas fee 0.000021CFX
1 crx @ Gas Price (GDrip)
‘? test Balance Gas Limit
' cfxtest:aam...e874 14.2CFX
: Storage Fee BCFX
o To Address - 5
cfxtest:aak...u8sv [© sl
Total Fee 0.000021CFX
Network % Conflux Testnet
5as fee Edit >
Custom Nonce
0.000021CFX
1 GDrip

e

gaskFee

T AT O Con flux) T T TgasFee [T, T



https://wiki.conflux123.xyz/uploads/images/gallery/2022-07/screen-shot-2022-07-13-at-14-24-27.png

Block Hash 0xcb34b3b90a46701f090fd0a2869cef5815e233¢cf81f952f4each323179036d52 [

Timestamp 14 secs ago (2022-07-13 16:32:01 +08:00)

Status

Security Great 2 Epoch Confirmations

From cfx:aam2y694vj1776tgkcOp9bjcwxhh19tev62;jrjgswy (@
To cfx:aap13ftrazd2umtogm9famm3v3dhasn7fag13jhs7t @
Value 1.08597525 CFX

Gas Fee 420,000,000,000,000 drip

Gas Price 20,000,000,000 drip

Gas Used|/Limit 21,000/21,000 (100%)

Gas Charged 21000
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0 Conflux [T 1500w, [T EVM 111

gasPrice


https://wiki.conflux123.xyz/uploads/images/gallery/2022-07/tx-gas-charged.jpeg
https://ethereum.org/en/developers/docs/evm/opcodes

[0 gasPrice T GDripd 1 GDrip [110.000000001 CFX (107-9 CFX)[]

[T gasPrice [ITTTTTITITITITIITI1Gdr ip TTEH

ELOOSSHRRNRNNRRRRRRRRRRDDRNOEELLTISE

[T gasPrice [IT1] Conflux [T11] 10G-1000G gasPrice [TTTTTTTTTTIITITTIITIT]

NOTE[gasPrice M gasPrice [T 1CFXITIITIIITITIITIT 21000 CFXITIITIIIIIT

gaskFee

gasFee [ gasFee = gasUsed * gasPrice [JgasFee [T11] CFX [IT11] Drip[]

[TTTTTTT] 1CFX [TTTTITITT1T1 9as [ITI11T11 + 21600 * 0.000000001 = 1.000021 CFX TMMACEX [MTTTTTTIIITIC

(1] Confl [EgasUsed [T gas [TTIIITTIT]

[ITTTT CFX [TT] gas [ITI11] 10w(e. 060075 CFX. JOOLITITTTTITITITITITITITIT 25000 [ITTITITITITII

(TIITTTITITITIT 6. 000621 CFX [TI11]125000, [ITITTTT] 4000 T I T T T T I T TTITTITTIIT]

gas []gasPrice

gasPrice

(1] gasPrice [ITT11] 1-10000GITITTITITITIT 1G (IIITITTITIITITITITIIT] gasPrice [11]1 10G [0 100G[]

gas
(IIID CFX (III1I10 gas 11121000 11]

[ cfx estimateGasAndCollateral []gasUsed [TTTINITINNNTG&EIMIIIEEY gasLimit gasUsed [TTTl0asIIITITITITI
cfx_estimateGasAndCollateral gasLimit [gasUsed 4/3 [TTTITITIT]9as TITITITITITIITITIOIT

FAQs

1. Conflux [TTTITITIT] 1559 OTI171?
[T Conflux [TTITIII1] 155 [IIITI111



https://eips.ethereum.org/EIPS/eip-150

e [TTITIITE: Gas and Fees

e Ethereum Gas Explained

o [ITIITITTI9as(1]


https://ethereum.org/en/developers/docs/gas/
https://ethgas.io/index.html
https://zhuanlan.zhihu.com/p/34960267
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Gas

Conflux users usually see fields like gasFee , gas , and gasPrice when they are sending transactions
using their wallets (Fluent) or SDK. This article is going to explain in detail about what these
concepts mean and how to set the values properly.

< Sign Transaction

< Gas controller
© Send Token Gas fee 0.000021 CFX
1 CFX @ Gas Price (GDrip)
O test Balance Gas Limit
*  cfxtest:aam...e874 14.2CFX
: Storage Fee 0 CFX
c';. To Address o
Storage Limit
cfxtest:aak...u8sv O agnLi .
Total Fee 9.000021CFX
Network 2 Conflux Testnet
as fee Edit »
Custom Nonce
0.000021CFX
1 GDrip

Save

gasFee

In real life, when we send money to someone else at a bank, we usually have to pay transaction
fees. It is the same for sending transactions in blockchains (Bitcoin, Ethereum, Conflux). gasFee is
the fee for sending a transaction. Usually, it needs to be paid by the native token of the chain. Take
Conflux as an example, CFX is needed for paying the transaction fee (gas fee).



https://wiki.conflux123.xyz/uploads/images/gallery/2022-07/screen-shot-2022-07-13-at-14-24-27.png

Block Hash 0xcb34b3b90a46701f090fd0a2869cef5815e233¢cf81f952f4each323179036d52 [

Timestamp 14 secs ago (2022-07-13 16:32:01 +08:00)

Status

Security Great 2 Epoch Confirmations

From cfx:aam2y694vj1776tgkcOp9bjcwxhh19tev62;jrjgswy (@
To cfx:aap13ftrazd2umtogm9famm3v3dhasn7fag13jhs7t @
Value 1.08597525 CFX

Gas Fee 420,000,000,000,000 drip

Gas Price 20,000,000,000 drip

Gas Used|/Limit 21,000/21,000 (100%)

Gas Charged 21000

Why Pay Fees

As we all know, blockchain is in fact a decentralized ledger, which is maintained by miners. There is
a cost for miners to store data and generate blocks (calculating hashes). Therefore, in order to
motivate miners to actively participate in the chain maintenance and protect the network security,
the blockchain consensus system is designed to include a reward mechanism for miners, and the
transaction fee is one of the rewards for miners, which will be paid to miners who participate in
generating blocks. This mechanism can ensure the sustainability of the entire decentralized
network.

In addition, the gas fee mechanism can also prevent abusive transactions and thus improve the
efficiency of blockchain utilization.

What Is Gas

The concept of gas is borrowed from the real 'gas', petrol. Vehicles consume gasoline to drive. The
further a car travels, the more gasoline it consumes. In EVM blockchains, gas represents the work
amount required to execute a transaction. Therefore, it is a unit that measures the amount of
computation required to perform certain operations.

To provide more details, all Conflux transactions are executed by EVM, including regular CFX
transfers and smart contract method calls. When these operations are executed, they are compiled
into individual OPCodes. The amount of work required to execute each OPCode varies. More

information for OPCode gas fees can be found here.


https://wiki.conflux123.xyz/uploads/images/gallery/2022-07/tx-gas-charged.jpeg
https://ethereum.org/en/developers/docs/evm/opcodes

Usually, the gas consumed for a regular CFX transfer is 21000 . A smart contract transaction usually
needs more, depending on the complexity of the contract execution.

Gas Limit

When constructing a transaction, the gas field is very important, as the field itself means the
maximum amount of gas that can be consumed by the execution of the transaction.

It is very important to fill the gas field correctly. If the gas limit is set to a value less than the actual
amount of gas needed, the transaction will fail. If the gas limit is set too high, you may pay more
gas than you actually need to.

The maximum gas limit for a single transaction in the Conflux network is 15M. This ensures that the
transactions will not overconsume EVM resources.

gasPrice

The gasPrice of a transaction is specified by the sender of the transaction and represents the fee
that the person is willing to pay per unit of gas. The unit of gasPrice is GDrip, where 1 GDrip is
equal to 0.000000001 CFX (1079 CFX).

A transaction's gasPrice value affects how fast the transaction is packaged by miners, as miners
will prioritize packaging transactions with higher gasPrice in order to make more profits. When the
network is not congested, setting gasPrice to 1Gdrip is enough to be packed normally. However,
when the network is congested, more transactions are waiting to be packed. At this time, if the
gasPrice is set to be less than most other transactions, it will not be packed but keep waiting.

Therefore, if you want the transaction to be packaged quickly, you can set the gasPrice higher.
Usually setting it to 10G-1000G is high enough in Conflux to ensure it is executed quickly.

NOTE: Do not set gasPrice too high. It may lead to sky-high transaction fees. If gasPrice is set to
1CFX, then the fee for a regular transfer is 21000 CFX, which is quite a lot for a transaction.

How gasFee is Calculated

gasFee is the total gas fee paid for a transaction. It is calculated as gasFee = gasUsed * gasPrice .
gasFee takes the smallest unit of CFX, Drip.

Suppose there is a regular transfer of 1 CFX, the gas limit can be set to 21,000. If the gasPrice is
set to 1GDrip, then the total cost of the transaction is 1 + 21000 * 0. 000000001 = 1. 000021 CFX,
where 1 CFX is transferred to the recipient's account, and 0.000021 CFX is the reward for the
miner.



In addition, in a Conflux transaction, if the gas limit is more than the actual amount of gas
consumed ( gasUsed ), the exceeding part will be returned. The returning amount of gas can only be
up to a quarter of the gas limit .

Suppose the gas limit for a regular CFX transfer is set to 100k and the actual execution consumed
21,000, since the gas limit for the transaction is set too high, at most 25,000 of the gas fee will be
returned(25% of the gas limit). The gas used for the transaction will be 0. 000075 CFX.

If the gas limit setting of the transaction is not that high, take the same example as above but set
the gas limit to 25000, which is 4000 more than the actual amount used, the exceeding part is not
more than a quarter of the gas limit. This part will be returned fully, and the final amount of fees
charged will still be 0. 000021 CFX .

How to Set gas and gasPrice Properly

gasPrice

Usually, gasPrice can be set within the range of 1G to 10,000G. If the network is not congested, 1G
would be enough. If the waiting time after sending the transaction is too long, you can set the
gasPrice to 10G or 100G.

gas

For regular CFX transfers, setting the gas to 21,000 is enough.

For contract interactions, you can estimate the gas value by using the method

cfx estimateGasAndCollateral , which simulates the execution of the transaction and returns the
actual amount of gas used for the transaction. In most cases the value returned by this method is
accurate, but sometimes there could be underestimations. A safe way of dealing with this is to
multiply the result of the estimation by a factor 1.3 . This ensures that the gas limit is sufficient for
the transaction, and any excessive gas fee will be refunded.

FAQSsS

1. Are there any EIP-1559 transactions in the Conflux
network?

Currently, in the Conflux network, there are only transactions that correspond to the EIP-155
standard.

Further Readings



e Ethereum Developer Documentation: Gas and Fees

e Ethereum Gas Explained


https://ethereum.org/en/developers/docs/gas/
https://ethgas.io/index.html

EN Translate

Accounts

Account is a very important object entity in the Conflux network. It is used to store CFX (every
account has its CFX balance) and send Conflux transactions. Accounts and account balances are
stored in a huge table in the Conflux VM, and they are part of the full state of the Conflux ledger.

Types of Accounts

Conflux has two types of accounts.

e External accounts (private key accounts) - are controlled by the holder of the private key
e Smart Contracts - are the ones deployed in the network and controlled by the contract
codes

Note: There is a special type of smart contract in the Conflux network - the internal contracts. They
are created automatically when the network is started or upgraded, but not by deploying contract
codes. There are currently 6 internal contracts.

Similarities of Accounts

e Both of them can accept, hold, and send CFX and tokens
e Both of them can interact with smart contracts in the network

Differences of Accounts

External Accounts

e Creating external accounts does not have costs, such as CFX or other resources
e They can send transactions to others
e Transactions between external accounts can only be CFX or token transactions

Smart Contracts

e Creating smart contracts does have costs, as it uses the network's storage and
computational resources

e Transactions can only be sent to other contracts as a response to a received transaction

e Transactions sent from external accounts to contract accounts can trigger the smart
contract's codes to perform many different operations, such as token transfers, creating
new contracts, etc.


https://developer.confluxnetwork.org/conflux-rust/internal_contract/internal_contract

External Accounts and Public-private Key
Pairs

An external account is generated by a public-private key pair that can be used to prove that a
transaction was indeed signed by the account, in order to prevent transaction falsification. The
private key is used by the user to sign a transaction. It gives you the right to operate the assets on
the account corresponding to the private key. Essentially, the user does not hold the CFX or the
tokens but the private key. CFX is always present in Conflux's ledger.

This mechanism prevents malicious users from broadcasting fake transactions, as we can verify the
address that sends the transaction at any time.

For example, if Alice wants to send CFX from her account to Bob's account, she needs to create a
transaction and send it to the network for verification. Conflux uses the public key encryption
mechanism to ensure that Alice can prove that the transaction is sent by herself. Suppose now,
Eve, a malicious user, directly broadcasts a transaction, say, "send 5 CFX from Alice's account to
Eve's account". Without the above-mentioned mechanism, no one would be able to verify that the
transaction was sent by Alice.

External Account Creation

When you want to create an external account, you can use a wallet, like FluentWallet, or any
language library, where essentially both of them generate a random private key.

A private key contains 64 hexadecimal characters and can be encrypted using a password.

fffffffffffffffffffffffffffffffebaaedce6af48a03bbfd25e8cd036415f

The public key is calculated from the private key by the Elliptic Curve Cryptography Algorithm.
Then, Keccak-256 hashing is performed on the public key, and the Conflux address is yielded by
encoding the last 20 bytes (the first 4 bit will be set to 0001) of the result with base 32 formats.

// Mainnet address

cfx: aatktb2te25ub7dmyag3p8bbdgr31lvrbeackztm2rj

// Testnet address

cfxtest: aatktb2te25ub7dmyag3p8bbdgr31lvrbeajcg9pwkc

The public key can be calculated from the private key, but the private key cannot be calculated
from the public key. The private key has to be kept safe by the user.


https://wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm

Smart Contract Account

Smart contracts also have base32 encoded addresses

cfx: acf2rcsh8payyxpgbxj7b0ztswwh8lute60tsw35j7

This address is determined when the contract is deployed and is calculated by the deployed
transaction's sender address , nonce , and the smart contract's code .

Note: The addresses of internal contracts are special - they are assighed by the network itself.

Details of Accounts

The global state of Conflux is composed of individual account states, each of which is an address-
state pair (key pair).

A Conflux account state includes five parts:

e Basic state is the basic state of the account.

Storage state is a key/value database or storage space that can be used to store custom

states or data of smart contracts.

e Code information is the code information of the smart contract account. It includes the
contract codes and the address of the account that paid the fee for the storage space
occupied by the codes.

e Staking deposit list is the list of Staking operations of the accounts (it will be removed in
the next Hardfork).

e Staking vote lock list is the list of lock operations performed by the account to
participate in DAO voting.

The basic status of the account consists of eight fields as follows:

e nonce is a counter to keep track of the number of transactions sent by an account. It is
also used to ensure that each transaction can only be executed once. For contract
accounts, this value indicates the number of contracts created by this contract .

e balance is the number of CFX of the address in Drip. Drip is the smallest unit of CFX,
where 1CFX=1018 Drip.

e codeHash is the hash of the code of the contract account. The user can reference the
contract code, the code cannot be modified after the contract is created. The code will be
executed when the contract receives a message call. For external accounts, codeHash is a
hash of an empty string.

e stakingBalance is the balance of the staked amount. Similarly, the unit is Drip.

e admin is the administrator address of the contract account recorded in the AdminControl
internal contract. In default, the contract administrator is set to the account which
deployed this contract when it is created. The administrator can destroy the contract it



manages through the internal contract AdminControl, or give the administrator role to
another account. The administrator address of an external account is itself.

e sponsorInfo is the information of the contract sponsor. It contains sponsor for gas ,
sponsor for collateral , sponsor gas limit , sponsor balance for gas , and sponsor balance
for collateral .

e storageCollateral is the amount of Drip staked to use the storage spaces.

e accumulatedInterestReturn is the amount of cumulative reward of the account from
Staking. The unit of it is Drip. Starting with Conflux 2.0, users must also participate in PoS
in order to receive the reward.

For more details about accounts, please refer to the Accounts section in Conflux Protocol

Specification.


https://www.confluxnetwork.org/files/Conflux_Protocol_Specification.pdf
https://www.confluxnetwork.org/files/Conflux_Protocol_Specification.pdf
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https://wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
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e admin AdminControl M0 AdminControl [TTTTTIITTIIITIITIIIIIT

e sponsorInfo [sponsor for gas , sponsor for collateral , sponsor gas limit , sponsor

balance for gas [sponsor balance for collateral

storageCollateral [ITITITIIIT] Drip [TJ
e accumulatedInterestReturn [J]]]Staking [ITTITITIIITIT] Drip[I] Conflux 2.0 [TTITIIIIT] PoS IIIIIT

[(ITITIIIIIIII Conflux [T11] Accounts [T]



Token Standard



ERC4626-Tokenized Vault
Standard

e ERC4626 [


https://mirror.xyz/0xaaE7a1AD2764626d09a233a9bC06C38b413637cf/MXVXpQgPjQcH4fsMarOobpgE-1q_doxnG7XyoyiJPBk
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CrossSpaceCall

[IIT1T] eSpace [TIIT 0xc655a016f2ebe30f0dbelad57d439104e05451e9 [TTITITIIT] Core [TTII1T] CrossSpaceCal

// SPDX-License-Identifier: UNLICENSED

pragma solidity 70.8.13;

contract Counter {

uint256 public number;

function setNumber(uint256 newNumber) public {

number = newNumber;

function increment() public {

number ++;

(IITIITT Core ITIIITIIITIIIIT CrossSpaceCall (TTITTIIIT] eSpace 1] Counter [TTIITIIITT

// SPDX-License-Identifier: UNLICENSED
pragma solidity ~0.8.13;

import "@confluxfans/contracts/InternalContracts/CrossSpaceCall. sol";

contract CrossSpaceDemo {

CrossSpaceCall crossSpaceCall =


https://developer.confluxnetwork.org/conflux-doc/docs/EVM-Space/account_explain#mapped-addresses-in-cross-space-operations

CrossSpaceCall( 0x0888000000000000000000000000000000000006) ;
address eSpaceCounterAddr = 0xc655A016f2eBE30T0ODBel1A957D439104E05451e9;

function setNumber(uint256 newNumber) public {
// use abi.encodeWithSignature method to build the method call data
crossSpaceCall. callEVM( bytes20( eSpaceCounterAddr),
abi. encodeWithSignature("setNumber(uint256 newNumber)", newNumber));

}

function getNumber() public returns (uint256) {
bytes memory num = crossSpaceCall. callEVM(bytes20( eSpaceCounterAddr),
abi. encodeWithSignature("number()"));
// use abi. decode to decode data

return abi. decode(num, (uint256));

ConfluxHub Space Bridge App



