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e ChainID[IIT11029, [TI1111
e ChainIDITITITTITITtransaction replay attacks)
e NetworkID[JChainID[T]

conflux[ITbase32[T], Ticip317 (I, TTTTITTTI0 [IITIT]

(LT

16 [IIIIPx1386b4185a223ef49592233b69291bbe5a80c527

base32[ITkcfx: aak2rra2njvd77ezwjvx04kkds9fzagfebku8scz9l

common. Address [TILO[TTTTIT GetHexString [, [IT1], confluxTTTTTITITITITIIIT

[TIIIITI0 OOF> [II nonce 4<balance 4l codeHash T

CONFLUX[]stakingBalance , storageCollateral , accumulatedInterestReturn , admin , sponsorInfo
ITTTITKhttps://developer.confluxnetwork.org/introduction/en/conflux_basics)




[TTifie from J to T nonce , gasPrice, gas , value, chainIld, data, v, r, s [[ffield[ITITIIIIT]

conflux epochHeight storageLimit , [TTTTIT]), conflux(ITTTlepochITIITIT]

[LTTTIT]

[I500epoch -> [TITiconfirmed, [TT1TJ (111, 11D I, Mepoch[]
(T -> O1Finalized, 17 (OTITIITT)

1. [T

2. [TITITITITIIIT OIencode(keccak256), [(TTTITIECDSA), (TrlpIlencode -> hexString -> rawtransa
3. [Mrpcdl, Orawtransaction[TTTITITIT]

4. I

5. [Mb0epoch -> [TITlexecuted, [TTT] ((TITITTIT)

6.
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HETH[T]

https://developer.confluxnetwork.org/sending-
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[T, DT T storage[TTTtoken, [T token(IT] [IT1T]

X B/64 *(1/16)
# 64[IIITstorage entry

[TITIIIIII OIIItokenIT] ITTtokenIITIT, OITIITIIIINOIIIIL, T11)

[IAdminControl contract , SponsorWhitelistControl contract , Staking Contract

AdminControl contract

[T Tadmin, TTdestroy, [TTITITT], Jadmin[ITIIT]

1k

1. AIIITIB, ITIIIIIITIITIC -> Cladmin
2. AIIIB, IBIIITC, ITCHIIITIPMadmin. -> [Tladmin[I1T, AOCIIT, BT
3. IR0 DOIT 0TI OCMJadmin




SponsorWhitelistControl contract

[TTTTITITITIOT (I T0sponsor(IT] [T

1. MITsponsordTITTITIsponsorI)
2. [ITITOTKOTadmin[ITITIIT] sponsor(IT)
3. sponsor[III1T]

Staking Contract

[(TITkoken(T], OTITITistorage[TTTITITIT]

[ (IS 0 0T CEX, [ITTRCEX (IITTTTTkoken(IT)

[1]

[(ITLinux(JOSX[ITITr, Windows[TIvS[TITIIIT]

(IIIIIIIT (O11 https://developer.confluxnetwork.org/conflux-doc/docs/installation

run [T1T]

cd run

[TTtomIITTTtomIT]

cp hydra. toml develpoment. toml

[[development.toml



mode = "dev"
genesis secrets = "key. txt" ##III111
dev block interval ms = 250

jsonrpc_http port=12537 ##{jjsonrpc_local http port=12539[1T} [IIlocalhost[12537

IIITIIIIITkeystore, [(ITlgithub[ITTTkeystore

https: //github. com/conflux- fans/conflux- abigen- example/tree/main/keystore

https: //wallet. confluxscan. io/login

[Tgo-sdk[T]

go get github. com/Conflux-Chain/go- conflux-sdk

[Msdk[keystore[TTIT], (ITITIT]

func createAcc(client *conflux. Client) {

[client, err := conflux. NewClient(local url, conflux. ClientOption{
KeystorePath: ".keystore"}) //local url = "http: //127.0.0.1: 12537"
if err '=nil {

panic(err)
}
defer client. Close()

[(Bccl, err : = client. AccountManager. Create("test")

[if err !'=nil {

[Ilog. Fatalln(err)

s
Ofmt. Println(accl. String())

[(Bcc2, err : = client. AccountManager. Create("test")
[if err !'=nil {

[Ilog. Fatalln(err)

[

Ofmt. Println(acc2. String())

}

func exportPriKeys(client *conflux. Client){
list : = client. GetAccountManager().List()
privl, err := client. GetAccountManager().Export(list[ @], "test")

if err '=nil {



panic(err)

}

priv2, err := client. GetAccountManager().Export(list[1l], "test")
if err '=nil {

panic(err)

}
fmt. Println(priv2)
fmt. Println(privl)

Orun{ITITTITIITkey.txt, [TTTTT], OTTITITIITI1000cfx
vim key. txt
(ITITT) (11

sh clear state. sh

sh test. sh

test. sh :
export RUST BACKTRACE=1
export RUST BACKTRACE=full

.. /target/release/conflux --config development. toml

1]

[TTTsdk{T]

func sendTx(client *conflux. Client){

[(list : = client. GetAccountManager().List()

[(var utx types. UnsignedTransaction
(utx. From = &list[ 0] //use default account if not set
(utx. To = &list[1]

¥/ unlock account

[(err = client. AccountManager. Unlock(accl, "test")



if err !'=nil {
[Illog. Fatal(err)
[0

[ftxhash, err := client. SendTransaction(utx)
Mif err !'=nil {
[Ilog. Fatal(err)

0
(fmt. Println( txhash)

}

[T

[(MIITIIIIITkfxabigen, [Thttps://docs.confluxnetwork.org/go-conflux-sdk/cfxabigen

(LIT]
git clone https: //github. com/Conflux-Chain/go-conflux-sdk. git
(LIT]

go install . /cmd/cfxabigen

ERC20

[IIITTigo(T]

cfxabigen --sol token.sol --pkg main --out token.go >> token. go

(IIIIIIIIIIIIIhttps://github.com/conflux-fans/conflux-abigen-example/blob/main/token/main.go

ERC7/21

(IITITERC20IT], (I https://zhuanlan.zhihu.com/p/400583419 [https://zhuanlan.zhihu.com/p/39393¢

[, dTITITTI0Openzeppelin



[IITnpm

sudo apt install npm

[TIOpenzeppelin[]

npm install @openzeppelin/contracts

OremixTTTTTT T Tabi, OTITTnft.bin0nft.abil(:MipfsOurlTTTIITT, [T11)

(cfxabigen[ITTIT]

cfxabigen --abi nft.abi --bin nft.bin --pkg main --out nft.go >> nft. go

(Inft.go[TTTIsdk[T]

func deployNFT(client *conflux. Client) {

[err := client. AccountManager. UnlockDefault(" testl")
if err !'=nil {

[Illog. Fatal(err)

0

//tx, hash, t, err := DeployMain(nil, client)

(tx, hash, , err := DeployMain(nil, client)
Oif err !'=nil {

[Ipanic(err)

0

Ofmt. Println( tx)

[fmt. Println( hash)

[receipt, err := client. WaitForTransationReceipt(*hash, time. Second)
[if err !'=nil {
(Ipanic(err)

0

[(Logrus. WithFields( logrus. Fields{
I tx": tx,



[I1'hash": hash,

[II'contract address": receipt. ContractCreated,
[}). Info("deploy token done")

}

NFT

func mintNFT(client *conflux. Client) {
[gcc,  := client. GetAccountManager(). GetDefault()

(err :
Oif err !'=nil {

client. AccountManager. UnlockDefault(" test")

(Ipanic(err)

s

[(kontractAddr : = cfxaddress. MustNew("cfx: acdujjy8mrjm3913cnztf0zbgpx5h3fbby7jcwp2pc")

[linstance, err := NewMain(contractAddr, client)
if err !'=nil {
[Ipanic(err)

0

[(err = client. AccountManager. UnlockDefault(" test")
if err !'=nil {
[(Ipanic(err)

0

[//to : = cfxaddress. MustNew( " cfx: aap05tb7b9bsxdn5rn365y3peta8pr6mxefp7m682a")

[komacc, , _ := acc. ToCommon()

(jtx, hash, err := instance. Mint(nil, comacc)
[if err !'=nil {

(Ipanic(err)

0

[(Logrus. WithField("tx", tx).WithField("hash", hash).Info("transfer")
[receipt, err := client. WaitForTransationReceipt(*hash, time. Second)
[if err !'=nil {

(Ipanic(err)



0

[(Logrus. WithField("transfer receipt", receipt). Info()
}

INnft

func queryNFT(client *conflux. Client){

[bcc, _ := client. GetAccountManager(). GetDefault()
(err := client. AccountManager. UnlockDefault(" testl")
if err !'=nil {

[Ipanic(err)

0

[(contractAddr : = cfxaddress. MustNew("cfx: acdujjy8mrjm3913cnztfOzbgpx5h3fbby7jcwp2pc")

[instance, err := NewMain(contractAddr, client)

if err !'=nil {

[Ipanic(err)

s

[komacc, , _ := acc. ToCommon()

[Fres, err := instance. MainCaller. BalanceOf(nil, comacc)

[if err !'=nil {

(Ipanic(err)

[

[Fesl, := instance.MainCaller. Symbol(nil)
Ofmt. Println(res)

Ofmt. Println(resl)

}

[T ftOnftTTisymbol

Inft




func transferNFT(client *conflux. Client) {

[gcc, _ := client. GetAccountManager(). GetDefault()
[err : = client. AccountManager. UnlockDefault(" testl")
Oif err '=nil {

(Ipanic(err)

s

[(kontractAddr : = cfxaddress. MustNew("cfx: acdujjy8mrjm3913cnztf0zbgpx5h3fbby7jcwp2pc")

[linstance, err := NewMain(contractAddr, client)
Oif err !'=nil {
[Ipanic(err)

0

[komacc, , _ := acc. ToCommon()
[(list : = client. GetAccountManager().List()
[toacc, , _ := list[len(list)-1]. ToCommon()

[(err = client. AccountManager. Unlock( list[ len(list)-1], "test")
Mif err '=nil {
(Ipanic(err)

0

[fid : = big. NewInt(0)

[ftx, hash, err := instance. TransferFrom(nil, comacc, toacc, id)
Oif err !'=nil {
(Ipanic(err)

s

[receipt, err := client. WaitForTransationReceipt(*hash, time. Second)
Oif err '=nil {
(Ipanic(err)

s

[(Logrus. WithFields( logrus. Fields{

17 tx": tx,

[11'hash": hash,

[II'contract address": receipt. ContractCreated,

[(}). Info("deploy token done")



[(res, err := instance. MainCaller. BalanceOf(nil, comacc)
Oif err !'=nil {
(Ipanic(err)

0

[Fresl, err := instance. MainCaller. BalanceOf(nil, toacc)
Oif err !'=nil {
(Ipanic(err)

0

Ofmt. Println(res)
Ofmt. Println(resl)
}

[ITTTTTITTO, [T, [T



ConfluxScan [I1T1]

ConfluxScan [IITITITIIIT Scan I

(LT

1. [ITTTTTT] Scan [I1] Solidity [(TT] ABITTITTTTITITITIT]
2. T Scan T Fluent ITTTIT]
3. [IIIII1Scan QI

Contract

{3 cfx:achcuvuasx3t8zcumtwuf35y51sksewvcaOhOhj71a © @

Balance Token Storage Collateral
O E

26.149K

Contract Name Tag & MOoON

Nonce

ya Contract Admin Zero Address

Token Tracker @ conflux MOON (cMOON) Storage Sponsor ] Sponsor faucet

Contract Creator cfx:aas..6r@shreég at txn Oxfd6e... 1772 Gas Fee Sponsor cfx:aas..6r@shrég
Transactions CFX Txns CRC20 Txns Analysis Contract

—

Read Contract Write Contract

Contract Source Code Verified
Contract Name: TokenBase Compiler Version: v0.5.11+commit.c082d0b4
Optimization Enabled: yes with 1000 runs

Other Settings: None

Source Code
// Sources flattened with hardhat v2.6.4 https://hardhat.org
// File @openzeppelin/contracts/GSN/Context.sol@v2.4.0

pragma solidity A0.5.0;

@dev Provides information about the current execution context, including the
sender of the transaction and its data. While these are generally available
via msg.sender and msg.data, they should not be accessed in such a direct
manner, since when dealing with GSN meta-transactions the account sending and

paying for execution may not be the actual sender (as far as an application
is concerned).

¥ %k % ¥ * £

*

*

This contract is only required for intermediate,

library-like contracts.
*/

contract Context {

// Empty internal constructor, to prevent people from mistakenly deploying
// an instance of this contract, which should be used via inheritance.

More ~


https://confluxscan.io/contract-verification
https://wiki.conflux123.xyz/uploads/images/gallery/2022-06/screen-shot-2022-06-22-at-10-56-30.png
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1. defaultOperators
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3. totalSupply
4. SPONSOR

5. decimals
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7. isPauser

8. granularity
9. paused
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Contract Verification
Contract Address Contract Name License
Compiler Optimization Runs

No

Contract Source Code Upload Contract File

o [TTTF OTTTTTTTTTITII T I T T I q01T]

e License: [TIIIIIIIIO

e Solidity [I11T1

o [T (T

o [TTTE: OTTITTTIT AT T T T flatten [TITTIT

Flatten Solidity [T]
[IIT] ConfluxScan [TTITITIIIIIIIIII flatten ITITTTIIITIIIIIIITIIIOIL Solidity [TTTITT flatten [TTTT

o truffle-flattener
e npx hardhat flatten

e chainlDE flatten [T]

npx hardhat flatten

[ITTTTTITITT hardhatTTTITTTTTIT] merge [TIT1

$ npx hardhat flatten . /contracts/ERC20Token. sol > ERC20TokenMerged. sol

[TTTITTIITIITTIIITIII0] ERC20TokenMerged. sol [TTTTTT] ConfluxScan [TTTTTTIITI I TTITTT0TId

[npx hardhat flatten [HAW[io Flatten a Solidity file using Hardhat.


https://wiki.conflux123.xyz/uploads/images/gallery/2022-06/screen-shot-2022-06-22-at-10-57-27.png
https://github.com/NomicFoundation/truffle-flattener
https://chainide.cn/zh-CN/
https://coinsbench.com/how-to-flatten-a-solidity-file-using-hardhat-924871ab3139

chainlIDE flatten [T]
ChainIDE [IT]T] Soli @chainide/solidity- flattener [TTTTTTTIIITITITIIITIIIIIIIIIT] Flattener [(I11T

PLUGIN MANAGER readme.md(preview) HelloWorld.sol X
HelloWorld.sol

input plugin URL

LOAD y ~0.8.0;

v ACTIVE MODULES contract HelloWorld {

gﬁ!‘ @chainide/solidity-compiler

# web3SolidityPlugin e . indexed string message);
web3SolidityPlugin B . 2

use conflux fluent wallet to provide
service

ConfluxCoreWallet
N
<

(0 A

E’. ChainIDE Conflux Wallet owner = msg.sender;
ChainlDE Conflux Wallet

' ChainIDE Conflux Tools

ChainlDE Conflux Tools function test() external {]
Log(msg.sender, "Hello EVM1!");

1 get() ernal view returns(string memory greeting){
. f(owner == msg.sender) {
greeting = "Hello, worldl!";

v INACTIVE MODULES

activate

w EvmWalletPlugin
EvmWalletPlugin

@chainide/solidity-
flattener activate Output Console Terminal
extensionDescription

ChainIlDE

n Debugger activate
extensionDescription

> ALL PLUGINS

B 215 £ welcome

[T Flatten [ITTTT Flatten [T
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Flattener

Vv FLATTEN AND SAVE

9ldwo) &

Select a contract, compile it, then get the flattened version
by pressing the button. Flattened source code will be copied
to the clipboard.

Flatten HelloWorld.sol

You can save the flattened version to the file inside ChainlDE.

Save HelloWorld_flat.sol
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[T] hardhat-conflux [TTTIT]
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EtherScan [] ConfluxScan [TTTT] Opehardhat-etherscan

hardhat-conflux [TT] Hardhat [TTTTTTTT] Conflux [(TTTTITITITITITITITIT] verifyCfxContract IRAT.EAANE.jS [

# npx hardhat verifyCfxContract CONTRACT NAME DEPLOYED CONTRACT_ADDRESS
$ npx hardhat verifyCfxContract Greeter cfxtest: acba7cvblk6bhctzsfshybg5zgch39gnpuc8teem53

FAQs

AIINNRRNENN

O o T T

Conflux eSpace [TTITIT1]
[TTTITITIITIT] hardhat-etherscan [TTTTTITITIT] OpenAPI (1111



https://hardhat.org/plugins/nomiclabs-hardhat-etherscan
https://github.com/conflux-chain/hardhat-conflux

Conflux [TTTIITIT]

RPC IIIITTITITI

Conflux [IT] Ethereum TTTTTTIITTTTTTITTTTTITTITAdMGOmUR T

Target

1] latest mined epoch [TTTTITIIITIIITITITITITIIIIT] latest state epoch [T] latest confirmed epoch [T1T]
reorg [TTTIITITIT] latest confirmed epoch [T

T RPC [ITTTITITIT epoch [TTTTTT] RPC [TTTTTE

e [TTI1T] epoch [T] < target [I11], [IT] catch-up mode, TTTITITITITIIITITITIIIII
o [TTITITIIIT] target (TTTTTTTTTIITITIT1] 18]

[ITITITTTT] epoch [ITITITITITIT] RPC [1T]

a. [[]epoch [] block hash []]

[£fx_getBlocksByEpoch [T]epoch [T] block hash [TTTTTITITITIT] pivot block hash[]

b. [T] block hash [T] block/transaction []]

[£7x_getBlockByHashWithPivotAssumption [T reorg ITITTTITIIIIT] pivot block t

I block OTTITIITIT] epoch 1] block hash [TIT]

C. [[]epoch [[] transaction receipts

[(TITIIIIIT] transaction receipts:

e [T1T] block [TTTTT] tka bashidisactionReceipt [TTTTIT] receipts(]


https://developer.confluxnetwork.org/introduction/en/conflux_basics#lifecycle-of-a-transaction
https://confluxnetwork.org/files/Conflux_Economic_Paper_20201230.pdf
https://developer.confluxnetwork.org/conflux-doc/docs/json_rpc#cfx_getblockbyepochnumber
https://developer.confluxnetwork.org/conflux-doc/docs/json_rpc#cfx_getblockbyepochnumber
https://developer.confluxnetwork.org/conflux-doc/docs/json_rpc#cfx_gettransactionreceipt

e [TIT] pivot block hastx [fletEpochReceipts [I1T] epoch [T1T] receipts, [11] il [dHelebug [TTTTTTTTIT

public rpc apis [JIITIIITIIIIT] pivot block hash [TTT] pivot chain switchTTTTTTITTTIITTIIITITITIT
hash [Jtxn hash [T111]

d. [I1T]

NENRNNRRNRRNNRNERRNRRNNRNRRRNRRRRRREEY

Reorg

(IIIIITIIITIIT] pivot chain switch [ITTTT] reorg [T1] epoch [TITITTIIITIIT] epoch [MITITITIITIIITIIITN pi

e [Pubsub [Epochs [I]T] latest state epoch [ITITIIIT] epoch [TTITIIIIIT] epoch [TIIIIIIIT] epoch 11
e [TTITTITITITIT] epoch [IT1] parent hash [T1T] epoch [IT] pivot hash [TT1T] epoch number [TTTTTTTTTT]



https://developer.confluxnetwork.org/conflux-doc/docs/RPCs/debug_rpc#cfx_getepochreceipts
https://developer.confluxnetwork.org/apis/en/node_config_example
https://developer.confluxnetwork.org/conflux-doc/docs/pubsub
https://developer.confluxnetwork.org/conflux-doc/docs/pubsub#epochs

PersonalMessage & CIP23
L1

conflux-sdk[JfluenEIP712 CIP23 [ CIP23 CIP23|

(typedData)ITIT

Signature Request

g ¢
Your signature 1s hr-||':.j

requested


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660010229546.png

CIP23 [[T]EIP712

Signature Request

Account Balance:

@ Account Q 0 ETH

Your signature is being
requested

You are signing

D i

¥ domain: Object {name: "Decentralised Exchange"”, ve..
name: "Decentralised Exchange”
verifyingContract: "0x4b56356cd2a2bf3202f771f50d..
version: "1"
salt: "aa®7callccOcd5edcbd94719c78d230f5d2bf2d2d..

Y message: Object {orderHash: "0xf46bd6143937478a8be...
orderHash: "@xf46bd6143937478a8be2db6d85d4dd95f4..

amount: 560
address: "0Oxbcd24a6b4ccblb6faa2625fe562bdd9a2326..
nonce: 1

CIP23|java-conflux-sdk CIP23 [TITIIIIIT]

1]

CIP23 EIP712 AEPETMdIEnub.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md

CIP23 personal sign cfx signTypedData v4 [TTTTTTIITIIITIII"'vOGOu7huK4m)b2K1", (TTIIITIIITII

"types": {


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660010287001.png
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md

"CIP23Domain": [

{

1,

"name":

n typell :

"name":

n type" :

"name":

n type" :

"name":

n type" :

"Person":

{

1,

[

"name":

n type" :

"name":

n typell :

"Mail": [

{

n namell o

n typell :

"name":

n type" :

"name":

n type" :

"name" ,

"string"

"version",

"string"

"chainId",

"uint256"

"verifyingContract",

"address"

"name" ,

"string"

"wallet",

"address"

"from",

"Person"

n .toll ,

"Person"

"contents",

"string"



]
b
"primaryType": "Mail",
"domain": {
"name": "Ether Mail",
"version": "1",
"chainId": 1,
"verifyingContract": "0xCcCCccccCCCCcCCCCCCcClclcclclllcleccccccl!
b
"message": {
"from": {
“name": "Cow",
"wallet": "OxCD2a3d9F938E13CD947EcO5AbC7FE734Df8DD826"
b
"to": {
“name": "Bob",
"wallet": "0©xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB"
h

"contents": "Hello, Bob!"

[Tty pedTTIITITTIIT

https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-
23.md#:~:text=include%20chainld%?20field.-,Encoding%20method,-The%20set%200f

msg \x19Conflux Signed Message: \n [TTTTTIhash[IT]

fluent[]]

fluentITTTTweb3ITTTHIRsontnd D3 Irpdh a0/ fluent-wallet-doc/docs/provider-rpc/

I Cfluentd TGRSt Windftp e[ TEFZE N

gsk.com/hc/zh-cn[ITTfluentITIIIIIIL]



https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md#:~:text=include chainId field.-,Encoding method,-The set of
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md#:~:text=include chainId field.-,Encoding method,-The set of
https://conflux-chain.github.io/fluent-wallet-doc/docs/provider-rpc/
https://fluent-wallet.zendesk.com/hc/zh-cn

Fluent Wallet —

web3-3 » ® Conflux Testnet :

D & 7

‘ ey H Fsios H

i +

6 CFX

fluent-wallet.zendesk.com

console [IT]

> conflux

> conflux. isFluent


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660013950817.png

O T FluentTTjsOTTTIT]

> conflux
vY0e {#0: £, #i: f, #s: f, #r: Ee, #n: {.}, .}
isFluent: true
isMetaMask: true
»#e: f #c(e={})
> #e: Array(10)
#e: true
b #i: £ #i(e)
#i: undefined
» #n: Object
¥ #n: send(e){let n=new Promise(r=> {.}
> #o: f #o(e)
#o: 1"
» #r: Ee
» #r: ge
»#s: f #s({eventType:e,listener:n}={})
b #s: #s(){return this.request({method: "wallet_isLocked"}).then(e=> {.}
b #t: Map(3)
#t: "ox1"

_ kr (L.2)
» [[Prototype]]: g

> conflux.isFluent

true

[T luent [T

personal_sign
console [TTITIT]

conflux
.request({
method: 'personal sign',
params: [

' vOG9u7huK4mIb2K1', '<your address>']})

[T fluentI11]



https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660013139375.png

A AZ

x

=i b (i)
web3-3

cfxtest

Google Translate

LTEXNNAR?

vOGOu7hukK4mJbZK1

BV %

(LITITTITTTITTITIT]

> conflux
.regquest({
method: ‘personal_sign®,
params: [
'wvBGEIUThuK4mIb2K1', 'cfxtest:aajb342muSkzadbpjikdzBuxxdtrSinfupbubyajds’ ]})

< wPromise {<pending>}
» [[Prototype]]: Promise
[[PromiseState]]: "fulfilled"
[[PromiseResult]]: "@x7ed216720b4BF8d7+2cda7@433d4a%4f3926635517cd5691c778238eaad87236759ddf7c53ec55c5463F82966ebd5a32c2dbeldb1e95afcbeblef3a8187badcbae”


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660014011097.png
https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660014082795.png

cfx_signTypedData v4

console [TTTT1T]

conflux
.request({
method:
params: [

' <your address>',

A
"types": {
"CIP23Domain"
{
“name":
"type":
b
{
“"name":
"type":
b
{
"name":
"type":
b
{
"name":
"type":
}
g
"Person": [
{
"name":
"type":
h
{
“name":
"type":

'cfx _signTypedData v4',

n nameu ,

"string"

"version",

"string"

"chainId",

"uint256"

"verifyingContract",

"address"

n nameu ,

"string"

"wallet",

"address"



I

"Mail":

{

b

h

}’

"primaryType"

"domain":

"name":

{

"name":

n typell :

"name":

n typell .

"name":

n .typell .

"from",

"Person"

n .toll ,

"Person"

"contents",

"string"

n Mall“ ,

"Ether Mail",

"version": "1"

"chainId": 1,

"verifyingContract":

}’

“"message":

"from":

"name":

{

"wallet"

}I

n toll :

"name":

{

"wallet"

}I

"contents":

’

n cowl ,

"0xCD2a3d9F938E13CD947EcO5AbC7FE734Df8DD826"

n Bobll ,

" ©xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBLB"

"Hello, Bob!"

"@xCcCCccccCCCCclCCCCClclclcclclllcleecceccecect



Google Translate

ZEXMEE?
Ether Mail

-

B!

from:
name: Cow

wallet: 0xCD2a3d9F938E13CD947EcO5AbCTFET
34Df6DDE26

to:
name: Bob

wallet: OxbBbBBBBbbBBBbbbBbbBbbbbBBbBbb
bbBbBbbBBbB

contents: Hello, Bob!

BWiH



https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660014350880.png

I

"name”: "contents”,
"type": "string"

]
1
“primaryType”: "Mail”,
"domain": {
"name”: "Ether Mail",
“version”: "1",
"chainId": 1,
“verifyingContract™: "@xCcCCccccCCCCeCCCCCleleCoecCelllcCoccaccal”
1
"message”: {
"from": {
“name”: "Cow",
"wallet": "@xCD2a3d9F938E13CD947Ecd5AbCTFE734DF8DD826"
T
“to": |
“name”: "Bob”,
"wallet": "8xbBbBBBBbbBBBbbbBbbBbbhbBBbBbbbbELBbBBBLE™
s
"contents": "Hello, Bob!"
}
1
i)
¥ Promise {<pending>} B
» [[Prototype]]: Promise

[[PromiseState]]: “"fulfilled"
[[PromiseResult]]: "@x7f28d98e75cdcaeeb8354d5ad@bla2edcda3d365fb10fb70albc@3a72bdb70deSbRdE587c7af57904c494ca3al672217d3F8F013220641a7299F0d427a30a35081"

[Tl]ava-conflux-sdk

java-conflux-sdk personal sign cfx signTypedData v4 [TTTTTITT]

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;

import org. web3j. utils. Numeric;

import java. io. IOException;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class SignDataTests {

//cfx_signTypedData v4

@Test

public void testSignValidStructure() throws IOException {

StructuredDataTests t = new StructuredDataTests();


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660014380295.png

//[IITypedData
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");
//[ImsgI11T]
StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);
//[IIIIIIIIms ghash[ITI1T]
org. web3j. crypto. Sign. SignatureData sign =
org. web3j. crypto. Sign. signMessage( dataEncoder. hashStructuredData(), SampleKeys. KEY PAIR,
false);

assertEquals(

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fb3a041c3b178d3ae3
798ea322ae74cb687dd699b5f6045c7fed47a91c",

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}

//personal sign
@Test
public void testSignAnyMessage() throws IOException {
String message = "v0GOu7huK4mJb2K1";
//[ns gIITITIITTTs ghash [T
org. web3j. crypto. Sign. SignatureData sign =
Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);

assertEquals(

" Oxbb0ee8492623f2ef6ed461ea638f8b5060b191a1c8830c93d84245f3fh27e20a755e24ff60fe76482dd4377abae
f036937ef88537b2d0fdd834a54e76ecafadclc”,

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}

sdk




java- conflux-sdk ecrecover [TTTTTTTITTITITI

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;
import org. web3j. crypto. *;
import org. web3j. crypto. Sign;

import org. web3j. utils. Numeric;

import java. io. IOException;

import java.util. Arrays;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class ECRecoverTest {
private String getAddress() {
return Numeric. prependHexPrefix(Keys. getAddress(getPubKey()));

private String getPubKey() {
return SampleKeys. KEY PAIR. getPublicKey(). toString();

@Test
public void testSignAndRecoverMessage() {

String message = "v0G9u7huK4mJb2K1";

byte[] msgHash = conflux. web3j. crypto. Sign. getConfluxMessageHash(message. getBytes());

Sign. SignatureData sign =
conflux. web3j. crypto. Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);
(I1V /[IIIIIIITY ecover, [TTI11T]

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign, msgHash,
getAddress());

assertEquals(recoverAddress, getAddress());

//0f Luen t QITTTITTITITITITITITY ecover
@Test



public void testRecoverTyped() throws IOException {
StructuredDataTests t = new StructuredDataTests();
String msg = t. getResource(
"build/resources/test/"
+ "structured data json files/ValidStructuredData. json");

StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);

/ /I tuent T

String signature =

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fh3a041c3b178d3ae3
798ea322ae74cbh687dd699b5f6045¢c7fed7a91c";

0 //0IIIIII
byte[] signatureBytes = Numeric. hexStringToByteArray(signature);
byte v = signatureBytes[ 64];
if (v < 27) {
v += 27;

Sign. SignatureData sd =
new Sign. SignatureData(
v,
(byte[]) Arrays.copyOfRange(signatureBytes, 0, 32),
(byte[]1) Arrays. copyOfRange(signatureBytes, 32, 64));
11V /getAddress() [TTTTITTIf luent[TTTTTTT
String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sd,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recoverAddress, getAddress());

//[IIITtestSignAndRecoverMessage() IIITIITTTIT]
@Test
public void testSignAndRecoverTyped() throws IOException {
StructuredDataTests t = new StructuredDataTests();
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");

StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);



Sign. SignatureData sign = Sign. signMessage( dataEncoder. hashStructuredData(),

SampleKeys. KEY PAIR, false);

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recoverAddress, getAddress());

[LITTTTITITTI

// file: CIP23DomainExample. sol
pragma solidity ~0. 4. 24;

contract Example {
struct Person {
string name;

address wallet;

struct Mail {
Person from;
Person to;

string contents;

bytes32 constant PERSON TYPEHASH = keccak256(
"Person(string name, address wallet)"

)i

bytes32 constant MAIL TYPEHASH = keccak256(
"Mail(Person from,Person to,string contents)Person(string name, address wallet)"

)i

struct CIP23Domain {
string name;

string version;



uint256 chainlId;

struct VerifyClaim{
address userAddress;
uint256 randNo;

uint256 amount;

bytes32 constant CIP23DOMAIN TYPEHASH = keccak256(
"CIP23Domain(string name, string version, uint256 chainId)"

)i

bytes32 constant VERIFYCLAIM TYPEHASH = keccak256(
"VerifyClaim(address userAddress, uint256 randNo, uint256 amount)"

)i

bytes32 DOMAIN SEPARATOR;

constructor () public {
DOMAIN SEPARATOR = hash( CIP23Domain( {
name: "VerifyClaim",
version: '1',
chainId: 97
)

function hash(Person person) internal pure returns (bytes32) {
return keccak256(abi. encode(
PERSON _TYPEHASH,
keccak256( bytes(person. name)),
person. wallet

));

function hash(Mail mail) internal pure returns (bytes32) {
return keccak256(abi. encode(
MAIL TYPEHASH,
hash(mail. from),

hash(mail. to),



keccak256( bytes(mail. contents))
));

function hash(CIP23Domain cip23Domain) internal pure returns (bytes32) {
return keccak256(abi. encode(
CIP23DOMAIN_ TYPEHASH,
keccak256(bytes(cip23Domain. name)),
keccak256( bytes(cip23Domain. version)),

cip23Domain. chainId

function hash(VerifyClaim verifyclaim) internal pure returns (bytes32) {
return keccak256( abi. encode(
VERIFYCLAIM TYPEHASH,
verifyclaim. userAddress,
verifyclaim. randNo,

verifyclaim. amount

function verify(VerifyClaim verifyclaim, uint8 v, bytes32 r, bytes32 s) internal view
returns (bool) {
// Note: we need to use "encodePacked” here instead of "encode’.
bytes32 digest = keccak256( abi. encodePacked(
“\x19\x01",
DOMAIN SEPARATOR,
hash(verifyclaim)
));
return ecrecover(digest, v, r, s) == 0x53dE6A872435F5286BEFdOb6fB3bCO6742aF8C8F;

function test(address userAddress, uint256 randNO, uint256 amount, uint8 v, bytes32
_r, bytes32 s) public view returns (bool) {
// Example signed message
VerifyClaim memory verifyclaim = VerifyClaim({
user Address: userAddress,
randNo: randNO,

amount: amount



1)
assert(verify(verifyclaim, v, r, s));

return true;

sk TS dk T L LI

1. ITfluentTTTITTITIT

> conflux

@ » Uncaught ReferenceError: conflux is not defined
at <anonymous>:1:1

0 T

2. [ITfluentTTTTTTITIT

> conflux
.request({
method: 'personal_sign’,
params: [
"vBGSU7huK4mIb2K1®, 'cfxtest:aajb342muSkzadbpijkdzBuxxBtrSinfupbubyajd9’ ]})

» Promise {<pending>}

© » - [wallet validateAppPermissions] [Unauthorized 4180] v
RPC Stack:
-> wallet_validateAppPermissions
-> personal_sign
» {code: 4188, messoge: ' - [wallet_validatedppPermissions] [Unouthorized 4.> wallet validateAppPermissions\n-> personal_sign\n', dota: {..}}
© ) Uncaught (in promise) » {code: 4100, message: ' - [wallet validateAppPermissions] [Unauthorized 4..> wallet_validateAppPermissions\n-> personal_sign\n‘, data: f{..}} ECDSA

[MfluentTTTITTTTTIT

PR Tifluent-wallet.zendesk.com/hc/zh-cn, [TTTTIII1]

java-conflux-sdk-tests


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660035835606.png
https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660035985740.png
https://fluent-wallet.zendesk.com/hc/zh-cn
https://github.com/Conflux-Chain/java-conflux-sdk/blob/master/src/test/java/conflux/web3j/crypto/ECRecoverTest.java

[TT] MetaMask[] Conflux eSpac

Conflux eSpace [IIIT] Metamask[ITTIIIIT] eSpace [IIIL

Conflux eSpace

[TIConflux Core [UENENFRllet

MetaMask

[(TITIIIIT] MetaMask [T] eSpace [T

1. [T]MetaMask [TTIT11]
2. [T

age noffpund or type unknown

3. [T

eSpace [[TITI1TT]

Network Name: Conflux eSpace

New RPC URL: https://fevm.confluxrpc.com

Chain ID: 1030

Currency Symbol: CFX

Block Explorer URL: https://evm.confluxscan.net

For the eSpace testnet, please use the following configuration values:

eSpace [TTTTTITITT]

Network Name: Conflux eSpace (Testnet)

New RPC URL: https://evmtestnet.confluxrpc.com
Chain ID: 71

Currency Symbol: CFX

Block Explorer URL: https://fevmtestnet.confluxscan.net

age noffpund or type unknown

[(TleSpace [IITIT] https://efaucet.confluxnetwork.org/


https://fluentwallet.com/

IIIITIITITEMNetaMaskeSPRETTIT T

0 chainlist [TTTTITTTTTTTTITE

e [ITT] https://chainlist.org.

e [T]"Conflux eSpace".

e [T]"Conflux eSpace" [T] "Connect Wallet" [TTTIIIT] MetaMask [TTT1T]

e [T]"Conflux eSpace" [T] "Add to Metamask" [T].

e [ MetaMask [TTT] "Allow this site to add a network?" [TTT] "Approve".

e [ MetaMask [TTT] "Allow this site to switch the network?" [TTT] "Approve".

[ITT1 MetaMask [TTT] Conflux eSpace [TTTTTTTTTITTITTITTIITITTITI

[(ITTIIIT] TokenPocket [TTTITTITTITIIII I IIIIIIIIL



https://chainlist.org/

Conflux [T1v2.1.0 [TI1]

Conflux [ITITITIIII] v2. 1. o HABFEM@lish check here

[ITTTTTT CIPTICIP94, CIPO[TITITITIIT bug [T [TTIITITTIIIT

CIP-94

CIP-94 [] Conflux [TTITT] DAO [TTITTITIITTICFX [T T

e PoW base reward
e PoOS interest rate

MO O T O T A T Conflux MO T AT T

[ QHTTTIT]

DappITITIT] Fluent (JTTTTT] DAO 11

CIP-99

CIP-99 [ITT1T] PoS MITHTTITIITITITIITTITIITICIP-99 [T 1 O T T T T

(110 PoS MITITIIITITICIPOSIIIIIIIITI

o [T T T T T T down [TITTTITIITT
o TN 7 0O 1 I
e PoS [Junlock (ITIN 7 MO 1 OIIIIINO 7 IO 13 [1J

FullState

v2.1.0 [(TITIIIIIIIIID FullState [TTTT11I FullState T balance] [(IT111] no

[IITTITIConflux-Rust [ITTT] snapshot [IT1T] FullState [IITITITITITIT] snapshot ITTTTTTTITITITIGTT] sne

(ITTTTTIIT FullState T TITTIITTIIIITIT] FullState T TITTTTIIIT] FullState 17



https://forum.conflux.fun/t/conflux-v2-1-0-testnet-hardfork/16078
https://forum.conflux.fun/t/conflux-v2-1-0-testnet-testnet-upgrade-announcement/16075
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-94.md
https://wiki.conflux123.xyz/books/cips/page/cip-94-on-chain-dao-vote-for-chain-parameters
https://test.confluxhub.io
https://wiki.conflux123.xyz/books/cips/page/cip-99-pos

e enable single mpt storage [IIIITITIT]
e single mpt space = "evm" [[I]]eSpace [11]

[ MOTIIIIIIIIIID eSpace [ fullstate [IT1T] eSpace hardfork [TTTITIIIIT

[I11] FullState [TTTIIT 21- 256 [[] FullState [TTT111]



Conflux Core [TIII11

Conflux



https://forum.conflux.fun/t/conflux/11949

[TTTTITTTIConflux
1]

T TConflux T T T T T T T I T I TITITT

e Compatibility with the EVM

T TIConfluxITTTITTTTT]

1. 0x 0x0888000000000000000000000000000000000000 []

2. cfx: cfxtest: [[[IBas€cfx: aaejuaaaaaaaaaaaaaaaaaaaaaaaaaaaaa2mhjjusk []

[[Base:cfx:... [cfxtest: [N ITITITITTIT]

1. .sol [IIIIMO
2. Base32. sol [TIIIIIII]

1. OTTITOEOATITITTITTTITIT]

2. MM T

NERRNRRRNRRNNRNNRRNRRNNRNRRRRRRREERED

. sol

OTTTConflux T TEOAO T T T T T I T T T T TITTEOATITTTTIConflux[IT

from cfx address.utils import eth eoa address to cfx hex
eth address = "Oxcfffdel69afbd51f081d2e82accadfl9cadcbbel”

print(eth eoa address to cfx hex(eth address))

[IIIIIILConflux T I IIIIIIIIOERC7 7 7[IIIIIIIIITERC182 O]
|


https://developer.confluxnetwork.org/conflux-doc/docs/EVM-Space/evm_space_vm_compatibility/

Conflux [] 1820 0x88887eD889e776bCBe2f0f9932EcFaBcDfCd1820

QIS canTTTTTTTIITI

opcode(NUMBER [BLOCKHASH )

Conflux [IT1] Opcode [TTITITIIITI

NUMBER

Conflux NUMBER opcode [TI]]epoch number[ITblock number(]

BLOCKHASH

BLOCKHASH opcode BLOCKHASH @pEpidel BLOCK-1 BLOCK- 256 )[JConflu;BLOCKHASH [ NUMBER-1 []

EIP-712 []

(EIFITIITyped structured data hashing and signing [TTTT1T] CAGHEBBITITTICIP-23 [ EIP-712 [TTITITT]

e \x19Ethereum Signed Message: \n \x19Conflux Signed Message: \n []
e [T]typed structured datiEIP712domain [ CIP23domain []
e [ CIP23domain chainId [TTTT]



https://www.confluxscan.io/
https://github.com/conflux-fans/conflux-contracts/tree/main/contracts/utils
https://eips.ethereum.org/EIPS/eip-712
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md

