PersonalMessage & CIP23

1]

conflux-sdk[JfluenEIP712 CIP23 [ CIP23 CIP23 [MIIIIIIIIITTTTTITIIIOIIIIIOIIIIT(typedData) 11T

Signature Request

Your signature 15 beng

requested


https://wiki.conflux123.xyz/uploads/images/gallery/2022-08/image-1660010229546.png

CIP23 [[T]EIP712

Signature Request

Account Balance:

@ Account Q 0 ETH

Your signature is being
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¥ domain: Object {name: "Decentralised Exchange"”, ve..
name: "Decentralised Exchange”
verifyingContract: "0x4b56356cd2a2bf3202f771f50d..
version: "1"
salt: "aa®7callccOcd5edcbd94719c78d230f5d2bf2d2d..

Y message: Object {orderHash: "0xf46bd6143937478a8be...
orderHash: "@xf46bd6143937478a8be2db6d85d4dd95f4..

amount: 560
address: "0Oxbcd24a6b4ccblb6faa2625fe562bdd9a2326..
nonce: 1

CIP23|java-conflux-sdk CIP23 [TITIIIIIT]

1]

CIP23 EIP712 AEPETMdIEnub.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md

CIP23 personal sign cfx signTypedData v4 [TTTTTTIITIIITIII"'vOGOu7huK4m)b2K1", (TTIIITIIITII

"types": {
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]
b
"primaryType": "Mail",
"domain": {
"name": "Ether Mail",
"version": "1",
"chainId": 1,
"verifyingContract": "0xCcCCccccCCCCcCCCCCCcClclcclclllcleccccccl!
b
"message": {
"from": {
“name": "Cow",
"wallet": "OxCD2a3d9F938E13CD947EcO5AbC7FE734Df8DD826"
b
"to": {
“name": "Bob",
"wallet": "0©xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB"
h

"contents": "Hello, Bob!"
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https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-
23.md#:~:text=include%20chainld%?20field.-,Encoding%20method,-The%20set%200f

msg \x19Conflux Signed Message: \n [TTTTTIhash[IT]

fluent[]]

fluentITTTTweb3ITTTHIRsontnd D3 Irpdh a0/ fluent-wallet-doc/docs/provider-rpc/

I Cfluentd TGRSt Windftp e[ TEFZE N

gsk.com/hc/zh-cn[ITTfluentITIIIIIIL]



https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md#:~:text=include chainId field.-,Encoding method,-The set of
https://github.com/Conflux-Chain/CIPs/blob/master/CIPs/cip-23.md#:~:text=include chainId field.-,Encoding method,-The set of
https://conflux-chain.github.io/fluent-wallet-doc/docs/provider-rpc/
https://fluent-wallet.zendesk.com/hc/zh-cn

Fluent Wallet —

web3-3 » ® Conflux Testnet :

D & 7

‘ ey H Fsios H

i +

6 CFX

fluent-wallet.zendesk.com

console [IT]

> conflux

> conflux. isFluent
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O T FluentTTjsOTTTIT]

> conflux
vY0e {#0: £, #i: f, #s: f, #r: Ee, #n: {.}, .}
isFluent: true
isMetaMask: true
»#e: f #c(e={})
> #e: Array(10)
#e: true
b #i: £ #i(e)
#i: undefined
» #n: Object
¥ #n: send(e){let n=new Promise(r=> {.}
> #o: f #o(e)
#o: 1"
» #r: Ee
» #r: ge
»#s: f #s({eventType:e,listener:n}={})
b #s: #s(){return this.request({method: "wallet_isLocked"}).then(e=> {.}
b #t: Map(3)
#t: "ox1"

_ kr (L.2)
» [[Prototype]]: g

> conflux.isFluent

true

[T luent [T

personal_sign
console [TTITIT]

conflux
.request({
method: 'personal sign',
params: [

' vOG9u7huK4mIb2K1', '<your address>']})

[T fluentI11]
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> conflux
.regquest({
method: ‘personal_sign®,
params: [
'wvBGEIUThuK4mIb2K1', 'cfxtest:aajb342muSkzadbpjikdzBuxxdtrSinfupbubyajds’ ]})

< wPromise {<pending>}
» [[Prototype]]: Promise
[[PromiseState]]: "fulfilled"
[[PromiseResult]]: "@x7ed216720b4BF8d7+2cda7@433d4a%4f3926635517cd5691c778238eaad87236759ddf7c53ec55c5463F82966ebd5a32c2dbeldb1e95afcbeblef3a8187badcbae”
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from:
name: Cow

wallet: 0xCD2a3d9F938E13CD947EcO5AbCTFET
34Df6DDE26

to:
name: Bob

wallet: OxbBbBBBBbbBBBbbbBbbBbbbbBBbBbb
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contents: Hello, Bob!
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"name”: "contents”,
"type": "string"

]
1
“primaryType”: "Mail”,
"domain": {
"name”: "Ether Mail",
“version”: "1",
"chainId": 1,
“verifyingContract™: "@xCcCCccccCCCCeCCCCCleleCoecCelllcCoccaccal”
1
"message”: {
"from": {
“name”: "Cow",
"wallet": "@xCD2a3d9F938E13CD947Ecd5AbCTFE734DF8DD826"
T
“to": |
“name”: "Bob”,
"wallet": "8xbBbBBBBbbBBBbbbBbbBbbhbBBbBbbbbELBbBBBLE™
s
"contents": "Hello, Bob!"
}
1
i)
¥ Promise {<pending>} B
» [[Prototype]]: Promise

[[PromiseState]]: “"fulfilled"
[[PromiseResult]]: "@x7f28d98e75cdcaeeb8354d5ad@bla2edcda3d365fb10fb70albc@3a72bdb70deSbRdE587c7af57904c494ca3al672217d3F8F013220641a7299F0d427a30a35081"

[Tl]ava-conflux-sdk

java-conflux-sdk personal sign cfx signTypedData v4 [TTTTTITT]

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;

import org. web3j. utils. Numeric;

import java. io. IOException;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class SignDataTests {

//cfx_signTypedData v4

@Test

public void testSignValidStructure() throws IOException {

StructuredDataTests t = new StructuredDataTests();
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//[IITypedData
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");
//[ImsgI11T]
StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);
//[IIIIIIIIms ghash[ITI1T]
org. web3j. crypto. Sign. SignatureData sign =
org. web3j. crypto. Sign. signMessage( dataEncoder. hashStructuredData(), SampleKeys. KEY PAIR,
false);

assertEquals(

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fb3a041c3b178d3ae3
798ea322ae74cb687dd699b5f6045c7fed47a91c",

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}

//personal sign
@Test
public void testSignAnyMessage() throws IOException {
String message = "v0GOu7huK4mJb2K1";
//[ns gIITITIITTTs ghash [T
org. web3j. crypto. Sign. SignatureData sign =
Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);

assertEquals(

" Oxbb0ee8492623f2ef6ed461ea638f8b5060b191a1c8830c93d84245f3fh27e20a755e24ff60fe76482dd4377abae
f036937ef88537b2d0fdd834a54e76ecafadclc”,

Numeric. toHexString(sign. getR()) + Numeric. toHexStringNoPrefix(sign. getS()) +
Numeric. toHexStringNoPrefix(sign. getV()));

}

sdk




java- conflux-sdk ecrecover [TTTTTTTITTITITI

package conflux. web3j. crypto;

import org. junit. jupiter. api. Test;
import org. web3j. crypto. *;
import org. web3j. crypto. Sign;

import org. web3j. utils. Numeric;

import java. io. IOException;

import java.util. Arrays;

import static org. junit. jupiter. api. Assertions. assertEquals;

public class ECRecoverTest {
private String getAddress() {
return Numeric. prependHexPrefix(Keys. getAddress(getPubKey()));

private String getPubKey() {
return SampleKeys. KEY PAIR. getPublicKey(). toString();

@Test
public void testSignAndRecoverMessage() {

String message = "v0G9u7huK4mJb2K1";

byte[] msgHash = conflux. web3j. crypto. Sign. getConfluxMessageHash(message. getBytes());

Sign. SignatureData sign =
conflux. web3j. crypto. Sign. signPrefixedMessage( message. getBytes(), SampleKeys.KEY PAIR);
(I1V /[IIIIIIITY ecover, [TTI11T]

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign, msgHash,
getAddress());

assertEquals(recoverAddress, getAddress());

//0f Luen t QITTTITTITITITITITITY ecover
@Test



public void testRecoverTyped() throws IOException {
StructuredDataTests t = new StructuredDataTests();
String msg = t. getResource(
"build/resources/test/"
+ "structured data json files/ValidStructuredData. json");

StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);

/ /I tuent T

String signature =

"0x371ef48d63082d3875feel3b392c5b6a7449aa638921cb9f3d419f5b6a817ba754d085965fh3a041c3b178d3ae3
798ea322ae74cbh687dd699b5f6045¢c7fed7a91c";

0 //0IIIIII
byte[] signatureBytes = Numeric. hexStringToByteArray(signature);
byte v = signatureBytes[ 64];
if (v < 27) {
v += 27;

Sign. SignatureData sd =
new Sign. SignatureData(
v,
(byte[]) Arrays.copyOfRange(signatureBytes, 0, 32),
(byte[]1) Arrays. copyOfRange(signatureBytes, 32, 64));
11V /getAddress() [TTTTITTIf luent[TTTTTTT
String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sd,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recoverAddress, getAddress());

//[IIITtestSignAndRecoverMessage() IIITIITTTIT]
@Test
public void testSignAndRecoverTyped() throws IOException {
StructuredDataTests t = new StructuredDataTests();
String msg = t. getResource(
"build/resources/test/"
+ "structured_data_json_files/ValidStructuredData. json");

StructuredDataEncoder dataEncoder = new StructuredDataEncoder(msg);



Sign. SignatureData sign = Sign. signMessage( dataEncoder. hashStructuredData(),

SampleKeys. KEY PAIR, false);

String recoverAddress = conflux. web3j. crypto. Sign. recoverSignature(sign,
dataEncoder. hashStructuredData(), getAddress());

assertEquals(recoverAddress, getAddress());

[LITTTTITITTI

// file: CIP23DomainExample. sol
pragma solidity ~0. 4. 24;

contract Example {
struct Person {
string name;

address wallet;

struct Mail {
Person from;
Person to;

string contents;

bytes32 constant PERSON TYPEHASH = keccak256(
"Person(string name, address wallet)"

)i

bytes32 constant MAIL TYPEHASH = keccak256(
"Mail(Person from,Person to,string contents)Person(string name, address wallet)"

)i

struct CIP23Domain {
string name;

string version;



uint256 chainlId;

struct VerifyClaim{
address userAddress;
uint256 randNo;

uint256 amount;

bytes32 constant CIP23DOMAIN TYPEHASH = keccak256(
"CIP23Domain(string name, string version, uint256 chainId)"

)i

bytes32 constant VERIFYCLAIM TYPEHASH = keccak256(
"VerifyClaim(address userAddress, uint256 randNo, uint256 amount)"

)i

bytes32 DOMAIN SEPARATOR;

constructor () public {
DOMAIN SEPARATOR = hash( CIP23Domain( {
name: "VerifyClaim",
version: '1',
chainId: 97
)

function hash(Person person) internal pure returns (bytes32) {
return keccak256(abi. encode(
PERSON _TYPEHASH,
keccak256( bytes(person. name)),
person. wallet

));

function hash(Mail mail) internal pure returns (bytes32) {
return keccak256(abi. encode(
MAIL TYPEHASH,
hash(mail. from),

hash(mail. to),



keccak256( bytes(mail. contents))
));

function hash(CIP23Domain cip23Domain) internal pure returns (bytes32) {
return keccak256(abi. encode(
CIP23DOMAIN_ TYPEHASH,
keccak256(bytes(cip23Domain. name)),
keccak256( bytes(cip23Domain. version)),

cip23Domain. chainId

function hash(VerifyClaim verifyclaim) internal pure returns (bytes32) {
return keccak256( abi. encode(
VERIFYCLAIM TYPEHASH,
verifyclaim. userAddress,
verifyclaim. randNo,

verifyclaim. amount

function verify(VerifyClaim verifyclaim, uint8 v, bytes32 r, bytes32 s) internal view
returns (bool) {
// Note: we need to use "encodePacked” here instead of "encode’.
bytes32 digest = keccak256( abi. encodePacked(
“\x19\x01",
DOMAIN SEPARATOR,
hash(verifyclaim)
));
return ecrecover(digest, v, r, s) == 0x53dE6A872435F5286BEFdOb6fB3bCO6742aF8C8F;

function test(address userAddress, uint256 randNO, uint256 amount, uint8 v, bytes32
_r, bytes32 s) public view returns (bool) {
// Example signed message
VerifyClaim memory verifyclaim = VerifyClaim({
user Address: userAddress,
randNo: randNO,

amount: amount



1)
assert(verify(verifyclaim, v, r, s));

return true;
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1. ITfluentTTTITTITIT

> conflux

@ » Uncaught ReferenceError: conflux is not defined
at <anonymous>:1:1

0 T

2. [ITfluentTTTTTTITIT

> conflux
.request({
method: 'personal_sign’,
params: [
"vBGSU7huK4mIb2K1®, 'cfxtest:aajb342muSkzadbpijkdzBuxxBtrSinfupbubyajd9’ ]})

» Promise {<pending>}

© » - [wallet_validateAppPermissions] [Unauthorized 4180]
RPC Stack:
-> wallet_validateAppPermissions

-> personal_sign
» {code: 4188, messoge: ' - [wallet_validatedppPermissions] [Unouthorized 4.> wallet validateAppPermissions\n-> personal_sign\n', dota: {..}}

9 Uncaught (in promise) » {code: 4100, message: ' - [wallet validateAppPermissions] [Unauthorized 4.> wallet validateAppPermissions\n-»> personal_sign\n', data: {.}}

[MfluentTTTITTTTTIT

[Ifluent-wallet.zendesk.com/hc/zh-cn, [TTIIIIIT
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